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Configuration Procedures 

To configure a Global MDM Policy 
 

To create a policy that will apply general settings to all enrolled mobile devices, follow the next steps. 

1. Open Internet Explorer and navigate to https://admin.manage.microsoft.com and sign-in with 
your global administrator account. In the left pane click Policy. In the middle-left pane, click 
Overview, then click Add Policy. 
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2. In the Create a New Policy windows, under Common Mobile Device Settings, select Mobile 

Device Security. Select the option Create and Deploy a Custom Policy option, then click Create 
Policy. 

 
 
3. In the Create Policy page, enter a name and a description. 

 
 
 
 
 
 



Page 6 
MDM_TRDY_Intune_PoliciesGuide_v03.doc  
Version 0.3 Rev. 17  September 15, 2016 

 

 
4. At the Password section, configure the password settings. 

 
 
5. Additional password settings are available for different platforms. 
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6. You can configure Encryption and Malware settings. 

 
 
7. At the System section, you can configure screen capture and other settings. 
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8. You can configure Documents and Data, and Account and Synchronization settings. 

 
 
9. You can configure basic Email settings. 
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10. You can configure Browser settings for supported platforms. 

 
 
11. You can configure Apps and Gaming settings. 
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12. At the Hardware section, you can configure camera and other settings. 

 
 
13. You can configure Cellular and Features settings. When finished, click Save Policy. 
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14. In the Deploy Policy window, click Yes. 

 
 
15. In the Select the groups window, in the left pane select the group and click Add. 
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16. In the Select the groups window, click OK. 

 
 
17. In the Microsoft Intune console, view the newly created policy. 
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To create device groups 
 

This procedure describes the creation of two groups with fixed membership, one for Windows Phone, 

and the other for Android devices. 

1. Open Internet Explorer and navigate to https://admin.manage.microsoft.com and sign-in with 
your global administrator account. In the left pane click Groups, select Overview, then click 
Create Group. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



Page 14 
MDM_TRDY_Intune_PoliciesGuide_v03.doc  
Version 0.3 Rev. 17  September 15, 2016 

 

2. In the Create Group window, at Group name enter Devices_WindowsPhone81, at Select a 
parent group, select All Devices, then click Next. 

 
 
3. In the Criteria Membership page, select Empty group, then click Next. 
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4. In the Direct Membership page, at Include specific members, click Browse. 

 
 
5. In the Select Members window, select the Windows Phone device and click Add. When finished 

click OK. 
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6. In the Direct Membership page, click Next. 

 
 
7. In the Summary page, click Finish. 
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8. In the Microsoft Intune console, view the newly created group. 

 
 
9. In the Microsoft Intune console, select Overview, then click Create Group. 
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10. In the Create Group window, at Group name enter Devices_Android, at Select a parent group, 
select All Devices, then click Next. 

 
 
11. In the Criteria Membership page, select Empty group, then click Next. 
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12. In the Direct Membership page, at Include specific members, click Browse. 

 
 
13. In the Select Members window, select the Android device and click Add. 
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14. When finished click OK. 

 
 
15. In the Direct Membership page, click Next. 
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16. In the Summary page, click Finish. 

 
 
17. In the Microsoft Intune console, view the newly created group. 

 
 
 



Page 22 
MDM_TRDY_Intune_PoliciesGuide_v03.doc  
Version 0.3 Rev. 17  September 15, 2016 

 

To configure an E-mail Profile 
 

This procedure describes the steps to create a policy which will configure the Exchange ActiveSync 

settings to targeted devices. 

1. Open Internet Explorer and navigate to https://admin.manage.microsoft.com and sign-in with 
your global administrator account. In the left pane click Policy, in the middle-left pane select 
Overview, then click Add Policy. 
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2. In the Create a New Policy window, expand Android and select Email Profile (Samsung Knox 
Standard), select the Create and Deploy a Custom Policy option, then click Create Policy. 

 
 
3. In the Create Policy page, enter a name and a description. 
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4. At the Exchange ActiveSync section, enter the Host, Account name, E-mail address and 
Authentication method. 

 
 
5. You can also configure Synchronization Settings. When finished, click Save Policy. 
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6. In the Deploy Policy windows, click Yes. 

 
 
7. In the Select the groups window, in the left pane select the group and click Add.  
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8. When finished, click OK. 

 
 
9. In the Microsoft Intune console, view the newly created policy. 
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To configure a Certificates Profile 
 

This procedure describes the steps to create a policy which will enroll certificates to targeted devices. 

You also need to install and configure a SCEP server (Network Device Enrollment Server from Windows 

Server 2012 R2) and publish it via your firewall. 

1. Open Internet Explorer and navigate to https://admin.manage.microsoft.com and sign-in with 
your global administrator account. In the left pane click Policy, in the middle-left pane select 
Overview, then click Add Policy. 
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2. In the Create a New Policy window, expand Android and select Trusted Certificate Profile, 
select the Create and Deploy a Custom Policy option, then click Create Policy. 

 
 
3. In the Create Policy page, enter a name and a description. At Certificate file, click Import to 

select the .CER file containing the trusted root certificate. Then click Save Policy. 
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4. In the Deploy Policy windows, click Yes. 

 
 
5. In the Select the groups window, in the left pane select the group and click Add. 
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6. When finished, click OK. 

 
 
7. In the Microsoft Intune console, view the newly created policy. 

 
 
Note: When the devices will receive this policy, they will add the certificate to the Trusted Root CA 
list/store. 
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8. In the Microsoft Intune console, in the left pane click Policy, in the middle-left pane select 
Overview, then click Add Policy. 

 
 
9. To deploy a user certificate, in the Create a New Policy window, expand Android and select 

SCEP Certificate Profile select the Create and Deploy a Custom Policy option, then click Create 
Policy. 
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10. In the Create Policy page, enter a name and a description. 

 
 
11. At the SCEP Enrollment section, enter the public URL of the Network Device Enrollment Server 

(NDES) and click Add. This acts as a registration authority for the internal Certification Authority. 
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12. At the Certificate Properties, configure the Subject name format, Subject alternative name.  

 
 
13. You can also configure Key usage, and Hash algorithm. At Extended Key Usage, click Select. 
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14. In the Add or Edit Extended Key Usage window, select Client Authentication and Secure Email, 
then click OK. 

 
 
15. At Select Root Certificate, click Select to choose the Trusted Root Certificate. 
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16. In the Select Certificate window, select the policy created previously to deploy the Trusted Root 
CA certificate, then click OK. 

 
 
17. In the Create Policy page, click Save Policy. 
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18. In the Deploy Policy windows, click Yes. 

 
 
19. In the Select the groups window, in the left pane select the group and click Add. 
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20. When finished, click OK. 

 
 
21. In the Microsoft Intune console, view the newly created policy. 

 
 
Note: When the devices will receive this policy, they will connect to the NDES/SCEP server and make a 
request for a certificate, based on the configured template. 
The NDES server will contact the Certification Authority and request the certificate on behalf of the 
device. After receiving the certificate, it will pass it to the device. 

 
 



Page 38 
MDM_TRDY_Intune_PoliciesGuide_v03.doc  
Version 0.3 Rev. 17  September 15, 2016 

 

To configure a VPN Profile 
 

This procedure describes the steps to create a policy which will configure VPN settings to targeted 

devices. 

1. Open Internet Explorer and navigate to https://admin.manage.microsoft.com and sign-in with 
your global administrator account. In the left pane click Policy, in the middle-left pane select 
Overview, then click Add Policy. 
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2. In the Create a New Policy window, expand Android and select VPN Profile select the Create 
and Deploy a Custom Policy option, then click Create Policy. 

 
 
3. In the Create Policy page, enter a name and a description. 
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4. At Connection, enter VPN connection name, and select Connection type. 

 
 
Note: Several types of VPN devices are supported. You also need to deploy the corresponding VPN 
client application to the device. 
 
5. Enter a VPN server description, and the Server IP address or FQDN. 
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6. At Authentication method, select Username and Password. Then click Save Policy. 

 
 
7. In the Deploy Policy window, click Yes. 
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8. In the Select the groups window, in the left pane select the group and click Add. 

 
 
9. When finished, click OK. 
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10. In the Microsoft Intune console, view the newly created policy. 

 
 
Note: When the devices will receive this policy, they will apply the settings to the corresponding VPN 
client application. The application needs to be installed from the application store. 
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To configure a WiFi Profile 
 

This procedure describes the steps to create a policy which will configure wireless settings to targeted 

devices. 

1. Open Internet Explorer and navigate to https://admin.manage.microsoft.com and sign-in with 
your global administrator account. In the left pane click Policy, in the middle-left pane select 
Overview, then click Add Policy. 
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2. In the Create a New Policy window, expand Android and select Wi-Fi Profile select the Create 
and Deploy a Custom Policy option, then click Create Policy. 

 
 
3. In the Create Policy page, enter a name and a description. 
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4. At Network Connections, enter Network name and SSID. 

 
 
5. At Security Configuration, select Security type and EAP type.  
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6. At Authentication select the Authentication method. When finished, click Save Policy. 

 
 
7. In the Deploy Policy window, click Yes. 
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8. In the Select the groups window, in the left pane select the group and click Add. 

 
 
9. When finished, click OK. 
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10. In the Microsoft Intune console, view the newly created policy. 
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To wipe a device remotely 
 

To wipe a device remotely, follow the next steps. A full wipe will erase all applications and data, and 

reset the device to factory settings. 

1. Open Internet Explorer and navigate to https://admin.manage.microsoft.com and sign-in with 
your global administrator account. In the left pane click Groups, in the middle-left pane select 
Devices_Android, then select the desired device. On the above menu select Retire/Wipe. 
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2. In the Retire Device window, select the option Selectively wipe the device, then click Yes. 

 
 
3. The device will be marked as retired. The wipe process will take place next time when the device 

connects to Microsoft Intune. If the device is connected to Internet it will take a few minutes. 

 
 
Note: Selective wipe will remove the device from enrollment. However all the data and applications 
will remain installed. 
If you want also to delete the data and applications, perform a full wipe, which will reset the device 
to the factory settings. 


