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Configuration Procedures

To configure a Global MDM Policy

To create a policy that will apply general settings to all enrolled mobile devices, follow the next steps.

1. Open Internet Explorer and navigate to https://admin.manage.microsoft.com and sign-in with
your global administrator account. In the left pane click Policy. In the middle-left pane, click

Overview, then click Add Policy.
-

Qw\ Q}|=' https://manage.microsoft.com/Microsoftintune/Home2Workspace/Policy/index#Tref=PolicyOverviend ~ @ € H ) Office Admin center - Home ‘:' Microsoft Intune: Policy ‘ | {0} %f

File Edit View Favorites Tools Help

55 I Office 365 23 Account Portal Intune 3 Admin Portal Intune 5 Microsoft Azure 2] Portal Microsoft Azure

Microsoft Intune Help  SignOut  Welcome TECHREADY SRL
Policy
DASHBOARD e — TASKS

Policy Canflicts Policy Status i
o] . Add Policy
& Configuration Folicies Control features and settings on computers and
GROUPS Compliance Policies ‘I o mobile devices

4 Conditional Access

o Dynamics CRM Oniine Policy Devices with settings errors REPORTS
ALERTS Exchange Online Policy
Exchange On-premises Policy F=]: View Noncompliant Apps Report
@ Sl Find devices that are not compliant with company
= SharePoint Online Policy E

ars app policies.
Skype for Business Online Palicy

E Exchange ActiveSync LEARN ABOUT
PoLICY Corporate Device Enrollment

REPORTS

il

ADMIN

Managing Policies

Terms and Conditions Interaction with Group Policy

=. Microsoft @ 2016 Microsoft. All rights reserved  Privacy & Cookies Feedback Remote Tasks (0)
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2. Inthe Create a New Policy windows, under Common Mobile Device Settings, select Mobile
Device Security. Select the option Create and Deploy a Custom Policy option, then click Create
Policy.

‘a@l? https://manage.microsoft.com/Microsoftintune/Home#Workspace/Policy/index

File Edit View Faverites Iools Help

f=PolicyOverviews ~ @ © H 1] Office Admin center - Home ‘:' Microsoft Intune: Policy x ‘ | o) 87 €25

5% [ Office 365 &8 Account Portal Intune g Admin Portal Intune S Microsoft Azure & | Portal Microsoft Azure

Create a New Policy

Select a template for the new policy
Select the template that includes the settings you want to manage with the new palicy. You use a template to create a policy, and then you can configure
the settings in that policy. You cannot change a template,

device settings that define items like password length
b Android and encryption requirements. Policies created from
b i0s this template can be deployed to user groups anly,
and will be applied only to users whose devices are
b Mac 05 X managed by Microsoft Intune.
b Windows
b Sofaware You can use this template to create the default policy,
or you can change the sattings to create a custom
b Computer Management policy.
4 Common Mobile Device Settings 16 you like to use the selected template?

Exchangs ActiveSync (2 Create and Deploy a Policy with the
Mobile D Recommended Settings

Create and Deploy a Custom Policy

View the recommended settings for this policy
template -

ceve e

3. Inthe Create Policy page, enter a name and a description.

Qo

File Edit View Fovorites Tools Help
] Office 365

- oW

/policy/createNey ~ & © H [ Office Admin center - Home | | Microsoft Intune X ‘ | ) af 52

https://manage. microsoft.com/Microsoftintune/Home#Workspace/polic

= Admin Portal Intune

Account Portal Intune icrosoft Azure 2] Portal Microsoft Azure

Help  SignOut  Welcome TECHREAI

Palicy H Create Policy: Global MDM Security Policy
DASHBOARD =

Palicy Conflicts *General General D

Configuration Policies Configure a policy containing settings fer your environment.

- Security
GROUPS Compliance Policies "
Name:
4 Conditional Access Cerd

0 Dynamics CRM Online Policy Email Glabal MDM Security Policy
ALERTS - "

Exchange Online Pol

1enge Bnine Faliey Applications Description:
e Exchange On-premises Policy T ——
. clicy applicable to all mobile devices

hed SharePoint Oniine Policy Device Capabilities icy appl

Skype for Business Online Policy

Exchange ActiveSync
Corparate Device Enrollment

Terms and Conditiens Some settings in this policy are not configured.
If you want to configure all settings, click this switch. Learn about configuring pelicy settings

'H Security
ADMIN

Password

P Require a password to unlock mobile devices (Windows Phone 8+ , i0S 8.0+ , Android 4.0+, Samsung KNOX Standard ()

4.04) ¢ hd
B Microsoft  © 2016 Microsoft. All rights reserved  Privacy & Cooldes  Feedback Remote Tasks (0)
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4. At the Password section, configure the password settings.

Q@T hitps://manage micrasoft.com/Microsoftintune/Hom

File Edit View Favorites Tools Help
1] Office 365

B o
bp
o}

rkspace/policy/index?P=//policy/createNey + i@ & H 1] Office Admin center - Home Microsoft Intune ‘ |

Account Portal Intune | Admin Portal Intune

Microsoft Azure & Portal Microsoft Azure

nOut  Welcome TECHRE,

Policy B Create Policy: Global MDM Security Policy
DASHBOARD -

Palicy Conflicts *General password

Il Configuration Policies ) T §

- Security ™ Require a password to unlock mobile devices (Windows Phone 8+ , i0S 8.0+ , Android 4.0+, Samsung KNOX Standard (i)
GROUPS Compliance Policies 4.04) :

4 Conditionsl Access SiT ves -
o Dynamics CRM Online Policy Email
L@
ALERTS Exchange Online Policy ) P Required password type (Windows Phone 8+ , Windows RT , Windows 8.1 (RT/x86/x64) , i0S 8.0+) : (i)
Exchange On-premises Policy
@ Device Capabilities Minimum number of character sets (Windows Phone 8+ , Windows RT , Windows 8.1 (RT/x86/x64) , i05 8.0+) : (D)

SharePoint Online Poli
APPS e 1

Skype for Business Online Policy

a Exchange ActiveSync ™) Minimum password length (Windows Phone 8+ , Windows RT , Windows 8.1 (RT/x86/x64) , i0S 8.0+ , Android 4.0+, (i)
-
POLICY Corporate Device Enrollment Samsung KNOX Standard 4.0+) :
(o]
Terms and Conditions 4%

Allow simple passwords (Windows Phone 8+ , i05 8.0+) : (D

& -

REPORTS
H ) Number of repeated sign-in failures to allow before the device is wiped (Windows Phone B+ , Windows RT , Windows 8.1 (1)
ADMIN (RT/x86/%64) , 05 8.0+ , Android 4.0+, Samsung KNOX Standard 4.0+) :
a4l

P Minutes of inactivity before screen turns off (Windows Phone 8+ , Windows RT , Windows 8.1 (RT/x86/x64) , i05 8.0+, (i)

Android 4.0+, Samsung KNOX Standard 4.0+) : -
=. Microsoft  © 2016 Microsoft. All rights reserved  Privacy & Cookies Feedback Remote Tasks (0)

5. Additional password settings are available for different platforms.

e@ﬂ' hitps://manage.microsoft.com/Microsaftintune/Home#Workspace/policy/index

File Edit View Fovorites Tools Help
1] Office 365

=//policy/createNey ~ & € H 1] Office Admin center - Home ‘. Microsoft Intune ‘ |

Account Portal Intune % Admin Portal Intune

Microsoft Azure ) Portal Microsoft Azure

Help  SignOut  Welcome TECHRE

Palicy H Create Policy: Global MDM Security Policy

DASHBOARD Comiay ~
Policy Conflicts *General [E™ Password expiration (days) is not configured. (&)
el Configuration Policies
Iy 9 Security ™ Remember password history is not configured.
GROUPS Compliance Policies
4 Conditional Access Erd D Fassword quality is not configured. (3)
0 Dynarmics CRM Online Policy Email
ALERTS Exchange Online Policy [E™ Allow picture password and PIN is not configured. (i)
Applications
Exchange On-premises Policy ™ Minutes of inactivity before password is required is not configured.
e o Device Capabilities
SharePoint Online Policy
APPS

Skype for Business Online Palicy BT Allow fingerprint unlock is not configured. @)

Exchange ActiveSync
POLICY Corporate Device Enrollment Encryption
Terms and Cenditions
g' P15 Require encryption on mobile device (Windows Phone 8+ , Windows 8.1 (x86/x64) , Android 4.0+, Samsung KNOX (i)
Standard 4.0+) :
REPORTS
Yes
H E™ Require encryption on storage cards is not configured.
ADMIN
Malware
E™ Require network firewall is not configured. -
==
B Microsoft @ 2016 Microsoft. All rights reserved  Privacy & Cookies  Feedback Remote Tasks (0)
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6. You can configure Encryption and Malware settings.

G@T https://manage microsoft.com/Microsoftintune/Home*Workspace/policy/index

File Edit View Faverites Iools Help

]
p
£o

/policy/createNey ~ i@ & H I Office Admin center - Home Microsoft Intune ‘ |

I Office 365 38 Account Portal Intune [ Admin Portal Intune 2 Microsoft Azure & Portal Microsoft Azure

Help  SignOut  Welcome TECHRE

Palicy B Create Policy: Global MDM Security Policy
DASHBOARD .

Palicy Conflicts *General £ ¢
ncryption
Il Configuration Policies vp
- Security
GROUPS Compliance Policies - [P Require encryption on mobile device (Windows Phone 8+ , Windows 8.1 (x86/x64) , Android 4.0+, Samsung KNOX (i)
4 Conditional Access Eerd Standard 4.0+) :
Dynamics CRM Online Policy Email Yes
ALERTS Exchange Online Policy - -
Applications [E™ Require encryption on storage cards is not configured.
@ Exchange On-premises Policy
=t SharePoint Online Policy Bercelcapeniimes
Malware
Skype for Business Online Policy
B Exchange Actives) E
E change Activesync [E™ Require network firewall is not configured. (3
POLICY Corporate Device Enrollment
Terms and Conditions [E™ Enable SmartScreen is not configured. (1)
System
i* ™ Require automatic updates is not configured.
ADMIN
[E™ Allow screen capture is not configured. ()
E™ Allow control center in lock screen is not configured.
B Microsoft  © 2016 Microsoft. All rights reserved  Privacy & Cookies  Feedback Remote Tasks (0)

7. Atthe System section, you can configure screen capture and other settings.

e@ﬂ' https://manage.microsoft.com/Microsoftintune/Home=V

File Edit View Favorites Tools Help

1
u]

£
o
is}

rkspace/policy/index

policy/createNev ~ & € H 1] Office Admin center - Home Microsoft Intune ‘ |

55 [ Office 365 58 Account Portal Intune § Admin Portal Intune S Microsoft Azure & Portal Microsoft Azure

Help  SignOut  Welcome TECHRE

Palicy H Create Policy: Global MDM Security Policy
DASHBOARD -

Policy Conflicts *General
Lol Configuration Palicies System
- Security
GROUPS Compliance Policies i
Cloud ™ Require automatic updates is not configured.
4 Conditional Access
0 Dynamics CRM Online Policy Emnail E™ Allow screen capture is not configured. @)
ALERTS Exchange Online Policy it
Exchsnge On-premises Policy 3RS ™ Allow control center in lock screen is not configured. (D) D
@ . - - Device Capabilities
APPS SharePoint Online Policy E™ Allow notification view in lock screen is not configured.
Skype for Business Online Policy
- Exchange ActiveSyne E™ Allow today view in lock screen is not configured. (©)
=
o te Device Enrollment p
b=y crperaie bevics Enrelmen E™ User Account Control is not configured. (&)
Terms and Cenditions
E™ Allow diagnostic data submission is not configured.
[E™ Allow untrusted TLS certificates is not configured. (i)
'“ (™ Allow personal wallet software while locked is not configured. (T
ADMIN " E D
[E™ Allow factory reset is not configured. (i)
==n
B Microsoft @ 2016 Microsoft. All rights reserved  Privacy & Cookies  Feedback Remote Tasks (0)
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8. You can configure Documents and Data, and Account and Synchronization settings.

G@T https://manage microsoft.com/Microsoftintune/Home*Workspace/policy/index

File Edit View Faverites Iools Help

/policy/createNey ~ i@ & H I Office Admin center - Home Microsoft Intune ‘ |

I Office 365 38 Account Portal Intune [ Admin Portal Intune 2 Microsoft Azure & Portal Microsoft Azure

Help  SignOut  Welcome TECHRE

]
p
£o

Palicy B Create Policy: Global MDM Security Policy
DASHBOARD

Palicy Conflicts *General
Il Configuration Policies Cloud
L) Security
GROUPS Compliance Policies
Cloud Documents and Data

4 Conditional Access
Dynamics CRM Online Palicy Email

ALERTS [E™ Allow backup to iCloud is not configured.
Exchange Online Policy
Applications

Exchange On-premises Policy Allow document sync to iCloud is not configured. (i
@ g P ¥

SharePoint Online Policy Bercelcapeniimes
APPS [E™ Allow Photo Stream sync to iCloud is not configured. (@)
Skype for Business Online Policy
B Exchange ActiveSync [E™ Require encrypted backup is not configured. (D)
-
poLICY Corporate Device Enrollment

Terms and Conditiens [E™ work Folders URL is not configured. ()

[E™ Allow Google backup is not configured. (©)

‘“ Accounts and Synchronization
[E™ Allow Microsoft account is not configured. (i)

[E™ Allow Google account auto sync is not configured. (&)

B Microsoft @ 2016 Microsoft. Al rights reserved  Privacy & Cookies  Feedback Remote Tasks (0)

9. You can configure basic Email settings.

e@ﬂ' https://manage.microsoft.com/Microsoftintune/Home=V

File Edit View Favorites Tools Help

rkspace/policy/index

policy/createNev ~ & € H 1] Office Admin center - Home Microsoft Intune ‘ |

55 [ Office 365 58 Account Portal Intune § Admin Portal Intune

Microsoft Azure ) Portal Microsoft Azure

Help  SignOut  Welcome TECHRE

£
o
ol

Palicy H Create Policy: Global MDM Security Policy
DASHBOARD

Policy Conflicts *General
Lol Configuration Palicies
- Security Email
GROUPS Compliance Policies mail
4 Conditional Access ELTe _
0 Dynamics CRM Online Policy Email Email
ALERTS o
Exchange Online Policy Applications [E™ Allow users to download email attachments is not configured. (i)
Exchange On-premises Policy
A%s SharePoint Online Policy Device Capabilities ™ Email synchronization period is not configured. (1)
Skype for Business Online Poli
) P i B Allow mobile devices that don't fully support these settings to synchranize with Exchange (Exchange ActiveSync) : (i)
Exchange ActiveSync
1= Yes
poLICY Corporate Device Enrollment

Terms and Cenditiens Make Microsoft account optional in Windows Mail application is nat configured. (2

=]
i)

Allow custom email accounts is not configured. (3

Applications

Browser

oo o [ e |

=. Microsoft @ 2016 Microsoft. All rights reserved  Privacy & Cookies Feedback Remote Tasks (0)
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10. You can configure Browser settings for supported platforms.

G@T https://manage microsoft.com/Microsoftintune/Home*Workspace/policy/index

File Edit View Faverites Iools Help

B o
p

/policy/createNey ~ i@ & H I Office Admin center - Home Microsoft Intune ‘ |

I Office 365 38 Account Portal Intune [ Admin Portal Intune 2 Microsoft Azure & Portal Microsoft Azure

Help  SignOut  Welcome TECHRE

Palicy B Create Policy: Global MDM Security Policy
DASHBOARD Browser

Policy Conflicts *General
E Configuration Policies S oY il oo e o st i, (D)
GROUPS Compliance Policies
. Cl ™ Allow autofill is not configured. (i
4 Conditional Access Lo D
Dynamics CRM Online Palicy Email E™ Allow pop-up blocker is not configured.
ALERTS Exchange Online Policy o
ications
Exchange On-premises Policy o [ Allow cookies is not configured. ()
@ O D Device Capabilities
APPS SharePeint Online Policy [ Allow plug-ins is not configured. (B
Skype for Business Online Policy
B Exchange ActiveSync E™ Allow active scripting is not configured. (@
-
Corporate Device Enrollment
poLicy P [ Allow fraud warning is net configured. ()
Terms and Conditions D
[E™ Allow intranet site for single word entry is not configured. (i)
E™ Allow automatic detection of intranet network is not configured. (D)
ADMIN [E™ security level for Internet is not configured. (&)
[E™ Security level for intranet is not configured. (@)
[E™ Security level for trusted sites is not configured. (@)
B" Microsoft  © 2016 Microsoft. All rights reserved  Privacy & Cookies  Feedback Remote Tasks (0)

11. You can configure Apps and Gaming settings.

1
u]

£
o

rkspace/policy/index

e@ﬂ' https://manage.microsoft.com/Microsoftintune/Home=V

File Edit View Favorites Tools Help

policy/createNev ~ & € H 1] Office Admin center - Home Microsoft Intune ‘ |

55 [ Office 365 58 Account Portal Intune § Admin Portal Intune S Microsoft Azure & Portal Microsoft Azure

Help  SignOut  Welcome TECHRE

Palicy H Create Policy: Global MDM Security Policy
DASHBOARD

&2

Policy Canflicts *General Apps
el Configuration Policies
Iy 9 Security E™ Allow application store is not configured. (1)
GROUPS Compliance Policies
4 Conditional Access G =Y o 0 e 5 e e Fet e s e Sny Tt
0 Dynamics CRM Online Policy Email
ALERTS Exchange Online Palicy [ Allow in-app purchases is not configured. (D)
Applications
Exchange On-premises Policy . ™ Allow managed documents in other unmanaged apps is not configured. (1)
oo Device Capabilities
e SharePoint Online Policy
Skype for Business Online Policy [E™ Allow unmanaged documents in other managed apps is not configured. (D)
1= Exchange ActiveSync [ Allow video conferencing is not configured. (i)
poLICY Corporate Device Enrollment
Terms and Cenditiens ™ Allow adult content in media stere is not configured. (@)
[E™ Allow app installation is not configured. (3
'“ Gaming D
ADMIN
[E™ Allow Game Center friends is not configured. (&)
D Allow multiplayer gaming is not configured. (3
B Microsoft @ 2016 Microsoft. Al rights reserved  Privacy & Cookies Feedback Remote Tasks (0)
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12. At the Hardware section, you can configure camera and other settings.

G@T https://manage microsoft.com/Microsoftintune/Home*Workspace/policy/index

File Edit View Faverites Iools Help

a
Microsoft Intune ‘ | el

/policy/createNey ~ @ © H 1] Office Admin center - Home

I Office 365 38 Account Portal Intune [ Admin Portal Intune 2 Microsoft Azure & Portal Microsoft Azure

Help  SignOut  Welcome TECHRE

Palicy B Create Policy: Global MDM Security Policy
DASHBOARD .

Policy Conflicts *General Device Capabilities
Il Configuration Policies
) Security
GROUPS Compliance Policies Hardware
4 Conditional Access Eerd
Dynamics CRM Online Palicy Email E™ Allow camera is not configured. (D)
ALERTS ’
Exchange Online Pol
change Lniine Folicy Applications Allow removable storage is not configured. (D)
e Exchange On-premises Policy
st SharePaint Online Policy Bercelcapeniimes Allow Wi-Fi is not configured. (D)
Skype for Business Online Policy
. Allow Wi-Fi tethering is not configured. (i)
Exchange ActiveSync
- .
POLICY Corporate Device Enrollment Allow automatic connection to free Wi-Fi hotspots is not configured. ()

Terms and Conditions
low Wi-Fi hotspot reporting is not configured. (i)

AR9AA8AABARA

Allow geolocation is not configured. (&)
i* Allow NFC is not configured. (D)
ADMIN
Allow Bluetooth is not configured. (§)
Allow power off is not configured. (@
icrosof icroso rights reserved  Priva ookies Feedbad emote Tash
B Mi ft © 2016 Mi ft. All right d  Privacy & Cooki Feedback R Tasks (0)

13. You can configure Cellular and Features settings. When finished, click Save Policy.

e@ﬂ' https://manage.microsoft.com/Microsoftintune/Home=V

File Edit View Favorites Tools Help

1
u]

£
o
is}

rkspace/policy/index

policy/createNev ~ & € H 1] Office Admin center - Home Microsoft Intune ‘ |

55 [ Office 365 58 Account Portal Intune § Admin Portal Intune S Microsoft Azure & Portal Microsoft Azure

Help  SignOut  Welcome TECHRE

Palicy H Create Policy: Global MDM Security Policy
DASHBOARD -

Policy Canflicts ~General Cellular
el Configuration Policies . . )
- Security E™ Allow voice roaming is not configured. (&)
GROUPS Compliance Policies
4 Conditional Access otd e e BT
0 Dynamics CRM Online Policy Emnail
ALERTS Exchange Online Policy [E™ Allow automatic synchronization while roaming is not configured.
Applications
Exchange On-premises Policy . E™ Allow SMS/MMS messaging is not configured. (i)
. . . Device Capabilities
SharePoint Online Policy
APPS
Skype for Business Online Poli
N P q/ Features
Exchange ActiveSync
=
POLICY Corporate Device Enrollment [E[™ Allow voice assistant is not configured. (§)
Terms and Cenditions
E™ Allow voice assistant while device is locked is not configured. (@
E™ Allow voice dialing is not configured. (i)
H [E™ Allow copy and paste is not configured. (&)
ADMIN
[E™ Allow clipboard share between applications is not configured. (i)
E™ Allow YouTube is not configured. () D
B Microsoft @ 2016 Microsoft. All rights reserved  Privacy & Cookies  Feedback Remote Tasks (0)
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14. In the Deploy Policy window, click Yes.
- s
e@? https://manage microsoft.com/Microsoftintune/Home#Workspace/policy/indexsIP=//policy/PoliciesLis = @ & H 13 Office Admin center - Home | 2= Microsoft Intune: Policy List ‘ | ok

File Edit View Faverites Iools Help

5 [ Office 365 &8 Account Portal Intune g Admin Portal Intune S Microsoft Azure & | Portal Microsoft Azure

Deploy Policy: Global MDM Security Policy

Do you want to deploy this policy now?

This policy has been saved but has not yet been deployed. Deploying this policy allows you
o send it to the devices or users in the groups that you select.

15. In the Select the groups window, in the left pane select the group and click Add.
- s
‘a@T hitps://manage microsoft.com/Microsoftintune/ Home#Workspace/policy/indexP=//policy/PoliciesLi: ~ @ € || ] Office Admin center - Home |=' Microsoft Intune Complian... % | ‘ ok

File Edit View Faverites Iools Help

5 [ Office 365 &8 Account Portal Intune % Admin Portal Intune S Microsoft Azure & | Portal Microsoft Azure

Manage Deployment: Global MDM Security Policy
Select the groups to which you want to deploy this policy.

Search groups 2 Selected groups: (0)

Name
4 All Users
Ungrouped Users
4 All Devices

All Computers

4 All Mobile Devices el

All Direct Managed Devices

Al Exchange ActiveSync Managed Devices

Ungrouped Devices
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16. In the Select the groups window, click OK.
Q@|. https://manage.microsoft.com/Microsoftintune/Home#Workspace/policy/index#?

File Edit View Favorites Tools Help
] Office 365 4

- o IEN
\ o

fpolicy/Policieslic ~ & & H ] Office Admin center- Home | B Microsoft Intune: Complian...

Account Portal Intune 5% Admin Portal Intune S Microsoft Azure 2] Portal Microsoft Azure

Manage Deployment: Global MDM Security Policy
Select the groups to which you want to deploy this policy.

Search groups » Selected groups: (1)

Name Path
4 Al Users

All Direct Managed Devices All Devices/All Mobile Devices
Ungrouped Users
4 All Devices
All Computers
4 All Mobile Devices
[ ororgeses ]
All Exchange ActiveSync Managed Devices

Ungrouped Devices

17. In the Microsoft Intune console, view the newly created policy.

Q@P https://manage microsoft.com/Microsoftintune/Home#Workspace/policy/inders?

File Edit View Favorites Tools Help
1] Office 365

) ag €23

fpolicy/PoliciesLi: ~ @ & H 1] Office Admin center - Home

= Microsoft Intune: Policy List

Account Portal Intune 5% Admin Portal Intune

icrosoft Azure 2 Portal Microsoft Azure

Welcome TECHREADY
Policy Policies (1) Search policies P
DASHEOARD et Add. £ Dal Manage Depl g B
Policy Confiics .. elete anage Deployment... = B
E Configuration Polick Mame Template Name Last Updated
GROUPS Compliance Policies Global MDM Security Policy Mobile Device Security 10/28/2016 7:53:09 PM
4 Conditional Access
0 Dynamics CRM Online Policy
ALERTS Exchange Online Policy
@ Exchange On-premises Pelicy
SharePoint Online Pelicy
APPS
Skype for Business Online Policy
- Exchange ActiveSync
g
paLICY Corporate Device Enroliment
Terms and Conditions
1
i
g’ Global MDM Security Policy &7
REPORTS
General Information
"“ Groups Targeted: All Direct Managed Devices
ADMIN Last Updated:  10/28/2016 7:53:08 PM
Description:  Policy applicable to all mobile devices
B® Microsoft  © 2016 Microsoft. All rights reserved  Privacy & Cookies Feedback Remote Tasks (0)
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To create device groups

This procedure describes the creation of two groups with fixed membership, one for Windows Phone,
and the other for Android devices.

1. Open Internet Explorer and navigate to https://admin.manage.microsoft.com and sign-in with
your global administrator account. In the left pane click Groups, select Overview, then click
Create Group.
-

Qw’\@)g' https://manage microsoft.com/Microsoftintune/ Home#Workspace/computers/indextiref=MdmGroups ~ @ & || ] Office Admin center- Home |=I Microsoft Intune: Device List | ‘ I g

File Edit View Favorites Tools Help

55 I Office 365 23 Account Portal Intune G Admin Portal Intune i Microsoft Azure ] Portal Microsoft Azure

Microsoft Intune Help SignOut  Welcome TECHREADY SRL
Groups A
TASKS
DASHBOARD

Apps on Devices

4 Al Users
: Ungrouped Users
GROUPS 4 Al Devices 0 ©

All Computers

Add Users

Manually add users in the Intune Account Portal

+1+

o » All Mobile Devices Lz Create Group
ALERTS ¥ Corporate Pre-enrolled devices Create a new group based on existing users or
i devices.
Ungrouped Devices
@ Device Alerts
APPS REPORTS
P )
E O o 4=k View Computer Inventory Reports
PoLICY I Hardware of computers you manage.
Issues
1
]
REPORTS ;ﬁ: View Mobile Device Inventory Reports
. . S Managed devices and apps, and jailbroken or
“ Policy on Devices - e
ADMIN
- 3 i . . .
1 = 3 i View Device History Reports
i J History of device retire, wipe and delete actions.
Policy setting errors
3 i . e .
E! View Certificate Compliance Reports
<
B" Microsoft  © 2016 Microsoft. Al rights reserved  Privacy & Cookies  Feedback Remote Tasks (0)
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2. Inthe Create Group window, at Group name enter Devices_WindowsPhone81, at Select a

parent group, select All Devices, then click Next.
-
\ o 5 3

g@ﬂ' https://manage.microsoft.com/Microsoftintune/Home#Workspace/computers/index#ref=MdmGroups ~ @ € H 1] Office Admin center - Home |=' Microsoft Intune: Device List %

File Edit View Favorites Tools Help
Office 365 &8 Account Portal Intune §% Admin Portal Intune 5 Microsoft Azure 27 Portal Microsoft Azure
= u n

32 Create Group.

Describe the group

* Group name: * Select a parent group:

Criteria Membership |Devices WindowsPhones1 | | search groups

Description: All Users.

Al

Direct Membership

Summary

3. Inthe Criteria Membership page, select Empty group, then click Next.
-
\ o 73

g@ﬂ' https://manage.microsoft.com/Microsoftintune/Home#Workspace/computers/index#ref=MdmGroups ~ @ € H 1] Office Admin center - Home |=' Microsoft Intune: Device List %

File Edit View Favorites Tools Help

55 [ Office 365 23 Account Portal Intun Admin Portal Intune S Microsoft Azure =] Portal Microsoft Azure

32 Create Group.
Specify the criteria that determine which members of the parent graup will be included in this group.

Define Membership Criteria

Parent Group:
Al Devices

Device type:
Direct Membership Mobile
Summary Specify the mobile devices to be included in the new group:

Include all mobile devices from the parent group.

Only include mobile devices that are managed by Microsoft Intune direct management
Only include mobile devices that are managed by Exchange ActiveSync

Empty group
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4. Inthe Direct Membership page, at Include specific members, click Browse.
-
\ o 73 &

°@|. https://manage.microsoft.com/Microsoftintune/Home#Workspace/computers/index#iref=MdmGroups ~ @& & H 1 Office Admin center - Home |=' Microsoft Intune: Device List %

File Edit View Favorites Tools Help
] Office 365 4

Account Portal Intune 5% Admin Portal Intune S Microsoft Azure 2] Portal Microsoft Azure

32 Create Group.
Specify the Direct Members that need to be included in this group.

Define Direct Membership

Parent Group:
Al Devices

General

Criteria Membership
You can include or exclude specific members from the group in addition to any dynamic criteria that was

Direct Membership specified.

Summary Include specific members: Exclude specific members:

Nene specified Nene specified

5. In the Select Members window, select the Windows Phone device and click Add. When finished
click OK.
-
\ o £y £

°@|. hitps://manage.microsoft.com/Microsoftintune/Home#Workspace/computers/index#?ref=MdmGroups ~ @ & H I Office Admin center - Home |=' Microsoft Intune: Device List %

File Edit View Favorites Tools Help

] Office 365 43 Account Portal Intune 5 Admin Portal Intune B Microsoft Azure 2] Portal Microsoft Azure

Select Members

Select one or more members and then add them to the selected members list. Click OK to add selected members to
the parent group and to all parent groups in that group'’s hierarchy.

Gt e r Selected specific members:

Mame
astoian_Android_3/27/2016_11:52 AM
astoian_WindowsPhone_6/6/2016_5:59 Ph

Remove

|| Show all devices. If you add devices that are not in your selected parent group, the devices will be added to
the parent group and all the groups above the parent in the hierarchy. If the selected devices are in the
excluded list of any parent, the selected devices will not be added at all.

.
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6. Inthe Direct Membership page, click Next.

Microsoft Intune: Device List *

g@ﬂ' hitps://manage microsoft.com/Microsoftintune/Home#Workspace/computers/index?ref=MdmGroups ~ @ & H 1] Office Admin center - Home

File Edit View Favorites Tools Help

] Office 365 33 Account Portal Intune B Admin Portal Intune B Microsoft Azure 2] Portal Microsoft Azure

32 Create Group.
Specify the Direct Members that need to be included in this group.

Define Direct Membership

Parent Group:
Al Devices

General
Criteria Membership

You can include or exclude specific members from the group in addition to any dynamic criteria that was
Direct Membership specified.

Summary Include specific members: Exclude specific members:

2stoizn_WindowsPhone_5/6/2016_5:59

Nene specified

7. Inthe Summary page, click Finish.

Microsoft Intune: Device List *

g@ﬂ' hitps://manage microsoft.com/Microsoftintune/Home#Workspace/computers/index?ref=MdmGroups ~ @ & H 1] Office Admin center - Home

File Edit View Favorites Tools Help

55 [ Office 365 58 Account Portal Intune 5 Admin Portal Intune S Microsoft Azure 2] Portal Microsoft Azure

32 Create Group.

Review the information for the group that you are creating. After a group is created, you cannot change the parent group and resulting member type.

General Criteria Membership Direct Membership
General

Group name: Device type: Include specific members:
Criteria Membership Devices_WindowsPhone81  Mobile devices only astoian_WindowsPhone_6/6/2016_5:59 PM
Description: Start group membership with: )
Direct Membership Empty group Exclude specific members:
Parent group: None

All Devices
Summary

Previous
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8. In the Microsoft Intune console, view the newly created group.

J/computers/. ~ @ & H 1 Office Admin center - Home

e@ﬂ' hitps://manage.microsoft.com/Microsoftintune/Home#Workspace/computers/index#?

File Edit View Fovorites Tools Help
55 [ Office 365

Microsoft Intune: Device Gr... | ‘ ) ag €23

Account Portal Intune Admin Portal Intune

icrosoft Azure 2 Portal Microsoft Azure

Sign On Welcome TECHREADY 3

Groups [} Devices_WindowsPhone81  evice Group Properties)
DASHBOARD Ouerview General  Devices
4 All Users ==
Ungroupad Users Devices (1) P [— »
GROUPS 4 All Devices

All Computers w Properties  Lin Crests Group from Selection  Retir Remote Tasks + 2 B
0 » All Mobile Devices
ALERTS » Corporate Pre-enrolled devices Mame Device Type Ownership Last Updated Operating System
. astoian_WindowsPhone_6/6/2016_5:59 PM Mobile Persenal 10/28/2016 8:04:56 PM  Windows Phone 8.10.14219
Ungrouped Devices
@) Devices_ WindowsPhone81
APPS
POLICY
= ' ‘
i astoian_WindowsPhone_6/6/2016_5:59 PM ~
REPORTS
Alert General Information e
H @ Noissues User:
oM Policy Operating System:  Windows Phone 8.10.14219
@ Noissues Management State:  Active
g Management Channel: Managed by Microsoft Intune
AAD Device ID: f5703d6a-bleb-4208-blel-dd3ceS6adbba
@ Mo issues
Threat Level:
AAD Renistere: Ve< -
Microsoft © 2016 Microsoft. Al rights reserved  Privacy & Cookies  Feedback Remote Tasks (0)

9. In the Microsoft Intune console, select Overview, then click Create Group.

e@ﬂ' https//manage microsoft.com/Microsoftintun/Home#Workspace/computers/indexeirei=MdmGroups ~ @ & || ] Office Admin center - Home |. Microsoft Intune: Device Gr... | ‘ A A

File Edit View Fovorites Tools Help
55 [ Office 365 28 Account Portal Intune 5% Admin Portal Intune

Microsoft Azure & Portal Microsoft Azure

Help  SignOut  WelcomeTl

Groups ~

DASHBOARD TASKS

4 All Users Apps on Devices

Ungrouped Users

GROUPS 4 Al Devices 0 )

All Computers

Add Users

Manually add users in the Intune Account Portal

++

» All Mobile Devices Lz Create Group
ALERTS » Corporate Pre-enrolled devices Create a new group based on existing users or
i devices.
Ungrouped Devices
@ Devices_WindowsPhone81 Device Alerts
APPS REPORTS
E— | ;
E O (V] 4=l View Computer Inventory Reports
poLICY I Hardware of computers you manage.
lssues
1
8
REPORTS ;ﬁ: View Mobile Device Inventory Reports
. . S Managed d d apps, and jailbrok
H Policy on Devices E mzr(‘:gzw::;ces and apps, and jailbroken or
ADMIN
- E i . . .
1 = 3 i View Device History Reports
i I History of device retire, wipe and delete actions,
Policy setting errors
3 i . e .
EC1 ew Certificate Compliance Reports
< >
Microsoft © 2016 Microsoft. Al rights reserved  Privacy & Cookies  Feedback Remote Tasks (0)
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10. In the Create Group window, at Group name enter Devices_Android, at Select a parent group,

select All Devices, then click Next.
-
\ o £y £

g@ﬂ' https://manage.microsoft.com/Microsoftintune/Home#Workspace/computers/index#ref=MdmGroups ~ @ € H 1] Office Admin center - Home |=' Microsoft Intune: Device Gr... *

File Edit View Favorites Tools Help
Office 365 &8 Account Portal Intune §% Admin Portal Intune 5 Microsoft Azure 27 Portal Microsoft Azure
= u n

32 Create Group.

Describe the group

* Group name: * Select a parent group:

Criteria Membership |Devices Android | | search groups

Description: All Users.

Al

Direct Membership

Summary Devices_WindowsPhone81

11. In the Criteria Membership page, select Empty group, then click Next.
-
\ o 73

g@ﬂ' https://manage.microsoft.com/Microsoftintune/Home#Workspace/computers/index#ref=MdmGroups ~ @ € H 1] Office Admin center - Home |=' Microsoft Intune: Device Gr... *

File Edit View Favorites Tools Help

55 [ Office 365 23 Account Portal Intun Admin Portal Intune S Microsoft Azure =] Portal Microsoft Azure

32 Create Group.
Specify the criteria that determine which members of the parent graup will be included in this group.

Define Membership Criteria

Parent Group:
Al Devices

Device type:
Direct Membership Mobile
Summary Specify the mobile devices to be included in the new group:

Include all mobile devices from the parent group
Only include mobile devices that are managed by Microsoft Intune direct management

Only include mobile devices that are managed by Exchange ActiveSync

Empty group
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12. In the Direct Membership page, at Include specific members, click Browse.
-
o 73 &

°@|. https://manage.microsoft.com/Microsoftintune/Home#Workspace/computers/index#iref=MdmGroups ~ @& & H 1 Office Admin center - Home |=' Microsoft Intune: Device Gr... %

File Edit View Favorites Tools Help
] Office 365 4

Account Portal Intune 5% Admin Portal Intune S Microsoft Azure 2] Portal Microsoft Azure

32 Create Group.
Specify the Direct Members that need to be included in this group.

Define Direct Membership

Parent Group:
Al Devices

General

Criteria Membership
You can include or exclude specific members from the group in addition to any dynamic criteria that was

Direct Membership specified.

Summary Include specific members: Exclude specific members:

Nene specified Nene specified

13. In the Select Members window, select the Android device and click Add.
-
\ o £y £

 Microsoft Intune: Device Gr... %

°@|' hitps://manage microsoft.com/Microsoftintune/Home#Workspace/computers/index#ref=MdmGroups ~ @ & H 1 Office Admin center - Home |

Fi

Edit View Favorites Tools Help
] Office 365 4

= Admin Portal Intune 5 Microsoft Azure 2] Portal Microsoft Azure

Account Portal Intune

Select Members Es

Select one or more members and then add them to the selected members list. Click OK to add selected members to
the parent group and to all parent groups in that group's hierarchy.

ot e r Selected specific members:

Mame
astoian_Android_5/27/2016_11:52 AM

astoian_WindowsPhone_6/6/2016_5:59 PM

|| Show all devices. If you add devices that are not in your selected parent group, the devices will be added to
the parent group and all the groups above the parent in the hierarchy. If the selected devices are in the
excluded list of any parent, the selected devices will not be added at all.

.
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14. When finished click OK.

g@ﬂ' https://manage.microsoft.com/Microsoftintune/Home#Workspace/computers/index#ref=MdmGroups ~ @ €& H 1 Office Admin center - Home Microsoft Intune: Device Gr... %

File Edit View Favorites Tools Help

= Admin Portal Intune 5 Microsoft Azure 2] Portal Microsoft Azure

] Office 365 33 Account Portal Intune

Select Members

Select one or more members and then add them to the selected members list. Click OK to add selected members to
the parent group and to all parent groups in that group's hierarchy.

ot e r Selected specific members:

Mame
astoian_WindowsPhone_6/6/2016_5:59 PM
astoian_Android_5/27/2016_11:52 AM

Remove

|| Show all devices. If you add devices that are not in your selected parent group, the devices will be added to
the parent group and all the groups above the parent in the hierarchy. If the selected devices are in the
excluded list of any parent, the selected devices will not be added at all.

15. In the Direct Membership page, click Next.

g@ﬂ' https://manage.microsoft.com/Microsoftintune/Home#Workspace/computers/index#ref=MdmGroups ~ @ €& H 1 Office Admin center - Home Microsoft Intune: Device Gr... %

File Edit View Favorites Tools Help

55 [ Office 365 58 Account Portal Intune 5 Admin Portal Intune S Microsoft Azure 2] Portal Microsoft Azure

32 Create Group.
Specify the Direct Members that need to be included in this group.

Define Direct Membership

Parent Group:
Al Devices

General

Criteria Membership
You can include or exclude specific members from the group in addition to any dynamic criteria that was

Direct Membership specified.

Summary Include specific members: Exclude specific members:

3stoian_Android_5/27/2016_11:52 AM

Nene specified
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16. In the Summary page, click

Finish.

Q@ﬂ' hitps://manage microsoft.com/Microsoftintune/Home#Workspace/computers/index?ref=MdmGroups ~ @ & H 1] Office Admin center - Home

Microsoft Intune: Device Gr... *

File

Edit
1] Office 365

View Favorites Tools Help

Account Portal Intune Admin Portal Intune

icrosoft Azure 2 Portal Microsoft Azure

32 Create Group.

Review the information for the group that you are creating. After a group is created, you cannot change the parent group and resulting member type.

General

Criteria Membership

Direct Membership

17. In the Microsoft Intune console, view the newly created group.

General Criteria Membership

Group name:
Devices_Android

Device type:
Mabile devices only
Description: Start group membership with:

R
Parent group: ety group

All Devices

Direct Membership
Include specific members:
astoian_Android_5/27/2016_11:52 AM

Exclude specific members:
None

/computers/ ~ @ € H 1 Office Admin center - Home

mn Microsoft Intune: Device Gr...

Q@ﬂ' hitps://manage.microsoft.com/Microsoftintune/Home#Workspace/computers/index#?

File Edit View Favorites Tools Help

] Office 365 33 Account Portal Intune B Admin Portal Intune

Microsoft Intur

Microsoft Azure & Portal Microsoft Azure

Help

SignOut  Welcome Tl

- Groups
DASHBOARD Ouerview
4 All Users

Ungrouped Users

[ Devices_Android  ®evice Group Properties)

General  Devices
e

Devices (1)

View Properties  Link User. Creats Group from Selection  Retire/Wipe

Mame Device Type

astoian_Android_5/27/2016_11:52 AM Mobile

GROUPS 4 All Devices
All Computers
> All Mobile Devices
ALERTS } Corporate Pre-enrolled devices
Ungrouped Devices
@ Deces A
APPS N N
Devices_ WindowsPhoneg1
POLICY
Nl N |
|
REPORTS
ADMIN

Microsoft @ 2016 Microsoft. All rights reserved  Privacy & Cookies

astoian_Android_5/27/2016_11:52 AM

Alert

@ Noissues

Palicy

€3 2 Policy settings in error after last successful application

Software Status

@ Mo issues

Feedback

MDM_TRDY _Intune_PoliciesGuide_v03.doc
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Filters:

Search devices

Dele Remote Tasks g2 B
Ownership Last Updated Operating System
Perscnal 5/27/201633110PM  Android 411
n
v
General Information -
User:
Operating System:  Android 411
Mansgement State:  Active
Management Channel: Managed by Microsoft Intune
AAD Device ID: 26101433-0cTb-43dd-084e-bbfa76694652
Threat Level:
AADN Renisterer: Ve -
Remote Tasks (0)
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To configure an E-mail Profile

This procedure describes the steps to create a policy which will configure the Exchange ActiveSync
settings to targeted devices.

1. Open Internet Explorer and navigate to https://admin.manage.microsoft.com and sign-in with
your global administrator account. In the left pane click Policy, in the middle-left pane select
Overview, then click Add Policy.

a
e(@f-‘l? https://manage microsoft.com/Microsoftintune/Home#Warkspace/Policy/indexs ref=PolicyOverviewd. = & C H 11 Office Admin center - Home ‘:' Microsoft Intune: Policy ‘ | ok

File Edit View Faverites Iools Help

5% [ Office 365 &8 Account Portal Intune g Admin Portal Intune S Microsoft Azure & | Portal Microsoft Azure

Microsoft Intune Help  SignOut  Welcome TECHREADY SRL
Policy
DASHBOARD T — TASKS

Policy Conflicts Policy Status Add Policy
a8 Configuration Palicies + Control features and settings on computers and
GROUPS Compliance Policies 1 o Ectisieyices

4 Conditional Access

o Dynsmics CRM Online Policy Devices with settings errors REPORTS
ALERTS Exchange Online Policy
Exchange On-premises Policy =1 View Noncompliant Apps Report
@) N SN Find devices that are not compliant with company
hd SharePoint Online Policy M oop policies.
Skype for Business Online Policy
E Exchange ActiveSync LEARN ABOUT
poLICY Corporate Device Enrollment Managing Policies
) Terms and Cenditions Interaction with Group Policy
i
i
REPORTS
ADMIN

B Microsoft @ 2016 Microsoft. Al rights reserved  Privacy & Cookies  Feedback Remote Tasks (0)
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2. Inthe Create a New Policy window, expand Android and select Email Profile (Samsung Knox
Standard), select the Create and Deploy a Custom Policy option, then click Create Policy.

‘:@T hitps://manage.microsoft.com/Microsoftintune/Home#Workspace/Policy/index#Tref=PolicyOverviewd. + & & H 13 Office Admin center - Home ‘:' Microsoft Intune: Pelicy ‘ | ok

File Edit View Favorites Tools Help
75 ] Office 365 &

Account Portal Intune | Admin Portal Intune S Microsoft Azure & | Portal Microsoft Azure

Create a New Policy

Select a template for the new policy
Select the template that includes the settings you want to manage with the new policy. You use a template to create a policy, and then you can configure
the settings in that policy. You cannot change a template,

+ Email Profile (Samsung KNOX Standard ~ »
4.0 and later)

4 Android
‘Custom Configuration (Android 4 and later, Samsung KNOX Standard 4.0 and later)
Standard 4.0 and later) This template contains settings for mobile device

General Configuration (Android 4 and later, Samsung KNOX Standard 4.0 and later) email profiles such as Exchange ActiveSync
configuration and synchronization. Profiles created

PKCS #12 (BFX) Certificate Profile (Android 4 and later) from this templata can be deployed to user groups

SCEP Certificate Profile (Android & and later] only, and will anly be applisd o a user's device when
its platform matches those specified in the profile

Trusted Certificate Profile (Android 4 and later) template. The device must also be managed by

VPN Profile (Android 4 and later) Microsoft Intune.

'Wi-Fi Profile (Android 4 and later) How would you like to use the selected template?

4i0s Create and Deploy a Policy with the

Custom Configuration (i0S 8.0 and later) Recommended Settings
Create and Deploy a Custom Policy

Fmail Profile (iS &0 and laterl

cre i

3. Inthe Create Policy page, enter a name and a description.
- -

policy/createNey ~ @ € H I Office Admin center - Home | @& Microsoft Intune x ‘ | ) %3 €23

Q@|. https://manage. microsoft.com/Microsoftintune/Home#Workspace/policy/indexs?
File Edit View Fovorites Tools Help
1] Office 365

Account Portal Intune % Admin Portal Intune

icrosoft Azure 2] Portal Microsoft Azure

Help Sign Out ‘Welcome TECHREAI

Policy B Create Policy: E-mail Profile for Android
DASHBOARD Comiay o
Palicy Conflicts *General General
e Cenfiguraticn Palicies —— Configure a policy containing settings for your environment
GROUPS Compliance Policies
- * Name:
4 Conditional Access
0 Dynamics CRM Oniine Policy E-mail Profile for Android
ALERTS Exchange Online Policy Desaription
@ Exchange On-premises Policy
SharePoint Online Policy
APPS
Skype for Business Online Policy
Exchange ActiveSync
Corparate Device Enrollment
Terms and Cenditians Email Profile
REPORTS Exchange ActiveSync
5“ * Host:
ADMIN sctivesync techreadyro |

* Account name:

[TechReady |
5" Microsoft @ 2016 Microsoft. All rights reserved  Privacy & Cookies  Feedback Remote Tasks (0]
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4. At the Exchange ActiveSync section, enter the Host, Account name, E-mail address and

Authentication method.

I

Q@T https://manage microsoft.com/Microsoftintune/Home2Workspace/policy/index

B o
bp
o}

File Edit View Favorites Tools Help
%3 ] Office 365

ccount Portal Intune % Admin Portal Intune

//policy/createNey + @ & H 1] Office Admin center - Home ‘:' Microsoft Intune ‘ |

icrosoft Azure & Portal Microsoft Azure

Help  SignOut  Welcome TECHRE,

Policy

DASHBOARD
Policy Conflicts
i Configuration Policies
GROUPS Compliance Policies
4 Conditional Access
o Dynamics CRM Online Palicy
ALERTS Exchange Online Policy
@ Exchange On-premises Policy
= SharePaint Online Policy
APPS
Skype for Business Online Policy
g‘ Exchange ActiveSync
=
poLIcY Corporate Device Enrollment
Terms and Conditions
8
REPORTS
ADMIN

B Microsoft @ 2016 Microsoft. Al rights reserved  Privacy & Cookies  Feedback

Overview

B Create Policy: E-mail Profile for Android

*General Email Profile

Email Profile
Exchange ActiveSync

* Host:

sctivesync techreadyro |

* Account name:

[TechReady |

Username:

[rame 7]

Email address:

‘ Primary SMTP Address - |

Authentication method:

‘ Username and Password M |

[] Use S/MIME

Remote Tasks (0)

5. You can also configure Synchronization Settings. When finished, click Save Policy.

e@ﬂ' https://manage.microsoft.com/Microsoftintune/Home#Workspace/policy/index#?P=//policy/createNey + i & H 11 Office Admin center - Home ‘:' Microsoft Intune ‘ |

£
o
is}

File Edit View Fovorites Tools Help
55 [ Office 365

ccount Portal Intune % Admin Portal Intune

icrosoft Azure 2] Portal Microsoft Azure

‘Welcome TECHRE,

Help  Sign Out

Policy

DASHBOARD
Policy Conflicts
E Configuration Palicies
GROUPS Compliance Policies
4 Conditional Access
0 Dynarmics CRM Online Policy
ALERTS Exchange Online Policy
Exchange On-premises Policy
gp)s SharePoint Online Policy
Skype for Business Online Palicy
S‘ Exchange ActiveSync
oty Corporate Device Enrollment
Terms and Cenditions
g
REPORTS
i
ADMIN

B Microsoft @ 2016 Microsoft. All rights reserved  Privacy & Cookies
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Overview

Feedback

B Create Policy: E-mail Profile for Android

*General [ Usemame and Password B

Email Profile
[[] use s/MIME

Synchronization Settings

Number of days of email to synchronize:

‘ Two Weeks - |

Syne schedule:

[ 7

[] use sSL

Content type to synchronize:
Email

|| contacts

[ calendar

| Tasks

[ Motes

Remote Tasks (0)
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6. Inthe Deploy Policy windows, click Yes.

‘:@T https://manage microsoft.com/Microsoftintune/Home*Workspace/policy/index=?

File Edit View Faverites Iools Help

- oEm

//policy/Policiesli: ~ & € H [ Office Admin center - Home | 5 Microsoft Intune: Policy List ‘ | ARARL

5 [ Office 365 &8 Account Portal Intune g Admin Portal Intune S Microsoft Azure & | Portal Microsoft Azure

Deploy Policy: E-mail Profile for Android

Do you want to deploy this policy now?

This policy has been saved but has not yet been deployed. Deploying this policy allows you
o send it to the devices or users in the groups that you select.

T

7. Inthe Select the groups window, in the left pane select the group and click Add.
.

//policy/Policiesli: ~ @ & H 1] Office Admin center - Home ‘:' Microsoft Intune: Policy List ‘ | {1 a7 £53

g@ﬂ' hitps://manage. microsoft.com/Microsoftintune/Home#Workspace/policy/index#?

File Edit View Favorites Tools Help

] Office 365 28 Account Portal Intune 3 Admin Portal Intune i Microsoft Azure 2] Portal Microsoft Azure

Manage Deployment: E-mail Profile for Android
Select the groups to which you want to deploy this policy.

Search groups P Selected groups: (0)

Name
4 All Users.
Ungrouped Users
4 All Devices
All Computers
b All Mobile Devices

Ungrouped Devices

Devic droid
Devices_ WindowsPhone81
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8. When finished, click OK.
‘a@? https://manage.microsoft.com/Microsoftintune/Home=Workspace/policy/indexs?

File Edit View Favorites Tools Help
1] Office 365

Microsoft Intune: Policy List X‘ | ok

//policy/PoliciesLi: ~ & & H I Office Admin center - Home

Account Portal Intune Admin Portal Intune

icrosoft Azure & Portal Microsoft Azure

Manage Deployment: E-mail Profile for Android
Select the groups to which you want to deploy this policy.

Search groups » Selected groups: (1)

Name Path
4 Al Users
Ungrouped Users Devices_Android All Devices
4 All Devices
All Computers

b All Mobile Devices
Ungrouped Devices =
Remove

Devices_WindowsPhone81

9. Inthe Microsoft Intune console, view the newly created policy.
- s N

25 Microsoft Intune: Policy List x‘ | Y k3

Q@ﬂ' https://manage.microsoft.com/Microsoftintune/Home#Workspace/policy/index#?P=//palicy/Policieslis ~ & € H 1] Office Admin center - Home ‘

File Edit View Favorites Tools Help

] Office 365 33 Account Portal Intune % Admin Portal Intune B Microsoft Azure 2] Portal Microsoft Azure

Sign Out ‘Welcome TECHRE,

Policy Policies (2) Search policies o
DASHBOARD Overview 2 B
Policy Conficts Add..  Edit.  Delete  Manage Deployment. =2 B
.L,E" Configuration Polic Name Template Name Last Updated
GROUPS Compliance Policies E-mail Profile for Android Email Profile (Samsung KNOX Standard 4.0 and later)  10/28/2016 8:33:54 PM
4 Conditional Access Global MDM Security Policy Mobile Device Security 10/28/2016 7:53:09 PM
o Dynarmics CRM Online Policy
ALERTS Exchange Online Policy
@ Exchange On-premises Policy
SharePoint Online Policy
APPS
Skype for Business Online Policy
- Exchange ActiveSync
=
poLICY Corporate Device Enrollment

Terms and Cenditions

E-mail Profile for Android ¥

General Information

1 Groups Targeted: Devices Andraid
ADMIN Last Updated:  10/28/2016 8:39:54 PM
Description:
Microsoft @ 2016 Microsoft. All ights reserved  Privacy & Cookies  Feedback Remote Tasks (0)
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To configure a Certificates Profile

This procedure describes the steps to create a policy which will enroll certificates to targeted devices.

You also need to install and configure a SCEP server (Network Device Enrollment Server from Windows
Server 2012 R2) and publish it via your firewall.

1. Open Internet Explorer and navigate to https://admin.manage.microsoft.com and sign-in with
your global administrator account. In the left pane click Policy, in the middle-left pane select
Overview, then click Add Policy.

-5
e\ T https://manage microsoft.com/Microsoftintune/Home2Workspace/policy/index#ref=PolicyOverview& ~ @ & H I Office Admin center - Home ‘:' Microsoft Intune: Policy List ‘ | {0 2
File E

it View Favorites Iools Help

5 [ Office 365 &8 Account Portal Intune g Admin Portal Intune S Microsoft Azure & | Portal Microsoft Azure

Microsoft Intune Help  SignOut  Welcome TECHREADY SRL
Policy
DASHBOARD Overview | TASKS

Policy Conflicts Policy Status Add Poli
N . olicy
E Configuratian Palicies + Control features and settings on computers and
GROUPS Compliance Policies 1 o CEEEiEs

4 Conditional Access

Dynamics CRM Online Palicy Devices with settings errors

REPORTS
ALERTS Exchange Online Policy
Exchange On-premises Policy E View Noncompl\'ant Apps Report
@é SharePoint Oniine Policy Eﬁl Find devices that are not compliant with company
APPS app policies.

Skype for Business Online Policy

E Exchange ActiveSync LEARN ABOUT
poLICY Corporate Device Enrollment Managing Policies

) Terms and Conditions Interaction with Group Policy
=

REPORTS

i

ADMIN

B Microsoft @ 2016 Microsoft. Al rights reserved  Privacy & Cookies  Feedback Remote Tasks (0)
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2. Inthe Create a New Policy window, expand Android and select Trusted Certificate Profile,
select the Create and Deploy a Custom Policy option, then click Create Policy.
-5

‘:@T hitps://manage.microsoft.com/Microsoftintune/Home#Workspace/policy/indextTref=PolicyOverviews. + @ & H 13 Office Admin center - Home ‘:' Microsoft Intune: Pelicy List ‘ | ok
Fle Edit View Favorites Tools Help

5 [ Office 365 &8 Account Portal Intune g Admin Portal Intune S Microsoft Azure & | Portal Microsoft Azure

Create a New Policy

Select a template for the new policy
Select the template that includes the settings you want to manage with the new policy. You use a template to create a policy, and then you can configure
the settings in that policy. You cannot change a template,

4 Android Trusted Certificate Profile (Android 4
Custorn Configuration (Android 4 and later, Samsung KNOX Standard 4.0 and later) and later)

Email Profile (Samsung KNOX Standard 4.0 and later)
Ganersl Confiauration (Android 4 and later § KNOX Standard 2.0 and | This template lets you configure a policy that contains
eneral Configuration (Android 4 and later, Samsung tandard 40 and later) a trusted mobile device certificate that you specify.

PKCS #12 (PFX] Certificate Profile {Android 4 and later) Profiles created from this template can be deployed

[ Iy, and will only be applied t
SCEP Certificate Profile (Android 4 and later) u::::rn‘igwf(ipis:nyil:l\a?f‘ur?n”r{\atit?::’tfaseu @

Trusted Certificate Profile (Android 4 and later) specified in the profile template. The device must also

by d by Mi ft Intune.
VPN Profile (Android 4 and later) & managec by Microsort fntune
'Wi-Fi Profile (Android 4 and later) How would you like to use the selected template?

b ios Create and Deploy a Policy with the
b Mac OS X Recommended Settings

ite d Depls ‘Custom Poli
Iy Windmws reate and Deploy a Custom Policy -

cre i

3. Inthe Create Policy page, enter a name and a description. At Certificate file, click Import to

select the .CER file containing the trusted root certificate. Then click Save Policy.
- -

Q@ﬂ' https://manage microsoft.com/Microsoftintune/Home2Workspace/policy/indexiP=//policy/createNey ~ & & H ] Office Admin center - Home ‘:' Microsoft Intune X ‘ | {a) s &8
File Edit View Favorites Tools Help
I3 [ Office 365 ccount Portal Intune = Admin Portal Intune S Microsoft Azure & Portal Microsoft Azure

Sign Out ‘Welcome TECHRE,

Policy B Create Policy: Trusted Root CA Palicy
orsrsonto
Policy Conflicts *General General
il Configuration Polidies Trusted Cortificate Configure a policy containing settings for your enviranment.
GROUPS Compliance Policies Profile Settings.
N * Name:
4 Conditional Access
0 Dynamics CRM Online Policy Trusted Root CA Policy
ALERTS i i
Exchange Online Pol
ange tnine Felcy Description:
Exchange On-premises Policy
SharePoint Online Policy
APPS
Skype for Business Online Policy
S‘ Exchange ActiveSync
=
POLICY Corporate Devic Enrollment
) Terms and Cenditions Trusted Certificate Profile Settings
=
REPORTS * Certificate file:
1 * TrustedRootCA.cer |
ADMIN
8" Microsoft  © 2016 Microsoft. Al rights reserved  Privacy & Cookies Feedback Remote Tasks (0)
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4. In the Deploy Policy windows, click Yes.
- o
e@? https://manage microsoft.com/Microsoftintune/Home#Workspace/policy/index#2P=//policy/PoliciesLi: = @& & H 13 Office Admin center - Home | 2= Microsoft Intune: Policy List ‘ | ok

File Edit View Faverites Iools Help

5 [ Office 365 &8 Account Portal Intune g Admin Portal Intune S Microsoft Azure & | Portal Microsoft Azure

Deploy Policy: Trusted Root CA Policy

Do you want to deploy this policy now?

This policy has been saved but has not yet been deployed. Deploying this policy allows you
o send it to the devices or users in the groups that you select.

5. Inthe Select the groups window, in the left pane select the group and click Add.

- g
g@ﬂ' https://manage microsoft.com/Microsoftintune/Home2Workspace/policy/index#?P=//policy/Policieslic ~ & & H 1] Office Admin center - Home ‘:' Microsoft Intune: Policy List ‘ | ok T
File Edit View Favorites Tools Help

] Office 365 33 Account Portal Intune % Admin Portal Intune B Microsoft Azure 2] Portal Microsoft Azure

Manage Deployment: Trusted Root CA Policy
Select the groups to which you want to deploy this policy.

Search groups P Selected groups: (0)

Name
4 All Users.
Ungrouped Users
4 All Devices
All Computers
b All Mobile Devices

Ungrouped Devices

Dewi ndroid
Devices_ WindowsPhone81
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6. When finished, click OK.
-
- , il N I i P/, I = [T
‘a@l; https://manage micrasoft.com/Microscftintune/HemesWerkspace/pelicy/indexsP=// policy/PeliciesLis ~ & € H 13 Office Admin center - Home | 2= Microsoft Intune: Policy List ‘ | ) ok

File Edit View Faverites Iools Help

5 [ Office 365 &8 Account Portal Intune g Admin Portal Intune S Microsoft Azure & | Portal Microsoft Azure

Manage Deployment: Trusted Root CA Policy

Select the groups to which you want to deploy this policy.

Search groups » Selected groups: (1)

Name Path
4 All Users.

Ungrouped Users Devices_Android All Devices
4 All Devices
All Computers

b All Mobile Devices
Ungrouped Devices =
Remove

Devices_WindowsPhone81

7. In the Microsoft Intune console, view the newly created policy.

.
Q@ﬂ' https://manage microsoft.com/Microsoftintune/Home2Workspace/policy/index#?P=//policy/Policieslic ~ & & H 1] Office Admin center - Home ‘:' Microsoft Intune: Policy List ‘ | ok T
File Edit View Favorites Tools Help

I] Office 365 5@ Account Portal Intun: Admin Portal Intune

icrosoft Azure 2] Portal Microsoft Azure

Help  SignOut  Welcome TECHRE

Policy Policies (3) Search policies o
DASHBOARD Overview = 3
Polcy Canfiicts Add..  Edit.  Delete  Manage Deployment.. 2 B
s Name Template Name Lost Updated
GROUPS Compliance Policies Trusted Root CA Policy Trusted Certificate Profile (Android 4 and later) 10/28/2016 8:49:18 PM
4 Conditional Access E-mail Profile for Andraid Email Profile (Samsung KNOX Standard 4.0 and later)  10/28/2016 8:33:54 PM
o Dynamics CRM Online Policy Global MDM Security Policy Maobile Device Security 10/28/2016 7:53:09 PM
ALERTS Exchange Online Policy
Exchange On-premises Policy
%‘s SharePoint Online Policy
Skype for Business Online Policy
B Exchange ActiveSync
e Corporate Device Enrollment
) Terms and Conditions
RSER!TS Trusted Root CA Policy ¥
General Information
1 Groups Targeted: Devices Andraid
ADMIN Last Updated: ~ 10/28/2016 8:49:18 PM
Description:
B Microsoft  © 2016 Microsoft. All rights reserved  Privacy & Cookies Feedback Remote Tasks (0)

Note: When the devices will receive this policy, they will add the certificate to the Trusted Root CA
list/store.
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8. In the Microsoft Intune console, in the left pane click Policy, in the middle-left pane select
Overview, then click Add Policy.

‘:@T https://manage microsoft.com/Microsoftintune/Home=Workspace/policy/index#Tref=PolicyOverviewd. = @ & H 13 Office Admin center - Home ‘:' Microsoft Intune: Pelicy List ‘ |
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File Edit View Favorites

%3 ] Office 365

Tools Help

ccount Portal Intune % Admin Portal Intune

icrosoft Azure & Portal Microsoft Azure

Help  Sign Out

‘Welcome TECHRE

GROUPS

ALERTS

N

POLICY

REPORTS

i

ADMIN

Policy Conflicts

Configuration Palicies
Compliance Policies
Conditional Access
Dynamics CRM Online Palicy
Exchange Online Policy
Exchange On-premises Policy
SharePoint Online Policy
Skype for Business Online Policy
Exchange ActiveSync
Corporate Device Enrollment

Terms and Conditions

Policy Status

le

Devices with settings ermors

B Microsoft @ 2016 Microsoft. Al rights reserved  Privacy & Cookies  Feedback

TASKS

Add Policy
Control features and settings on computers and

mobile devices.

View Noncompliant Apps Report
Find devices that are not compliant with company
app policies.

LEARN ABOUT
Managing Policies

Interaction with Group Policy

Remote Tasks (0)

9. To deploy a user certificate, in the Create a New Policy window, expand Android and select
SCEP Certificate Profile select the Create and Deploy a Custom Policy option, then click Create

Policy.

Qo

% https//manage.microsoft.com/MicrosoftIntune/Home2Workspace/policy/inderef=PolicyOverviewd ~ @ & H ] Office Admin center - Home ‘:' Microsoft Intune: Policy List % ‘ |

- oW
1 %y 603

File Edit View Favorites

] Office 365 33 Account Portal Intun

Tools Help

Admin Portal Intune 5 Microsoft Azure 2 Portal Microsoft Azure

Create a New Policy

Select a template for the new policy

Selact the template that includes the settings you want to manage with the new policy. You use a template to create  policy, and than you can configure

the settings in that policy. You cannot change a template.

4 Android

‘Custom Configuration (Android 4 and |ater, Samsung KNOX Standard 4.0 and later)

Email Profile (Samsung KNOX Standard 4.0 and later)

‘General Configuraticn (Android 4 and later, Samsung KNOX Standard 4.0 and later)

PKCS #12 (PFX) Certificate Profile (Android 4 and later)

SCEP Certificate Profile (Android 4 and later)

Trusted Certificate Profile (Android 4 and later)
VPN Profile (Android 4 and later)
'Wi-Fi Profile (Android 4 and later)

b i0s

b Mac QS X

b Windowe
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» SCEP Certificate Profile (Android 4 and
later)

This template contains settings for Simple Cerfificate
Enrollment Protocel (SCEP) mobile device certificate
prefiles such as the certificate type and the validity
period. Profiles created from this template can be
deployed to user groups only, and will anly be
applied to 3 user's device when its platiorm matches
those spacified in the profile template. The device
must also be managed by Microsoft Intune.

How would you like to use the selected template?

Create and Deploy a Policy with the
Recommended Settings

reate and Deploy a Custom Policy -

Gt i
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10. In the Create Policy page, enter a name and a description.

e@l; https://manage microsoft.com/Microsoftintune/Home*Workspace/policy/index=?

File Edit View Favorites Tools Help
1] Office 365

I

]
p
£o

//policy/createNey ~ @ & H I Office Admin center - Home | B Microsoft Intune

Account Portal Intune | Admin Portal Intune

icrosoft Azure & Portal Microsoft Azure

Help  SignOut  Welcome TECHREAI

Policy ' Create Policy: SCEP User Certificate Policy
DASHBOARD e
Palicy Conflicts *General General
i Configuration Policies e em— Configure a policy containing settings for your environment.
GROUPS Compliance Policies Settings
* Name:

4 Conditional Access

Dynamics CRM Online Palicy 'SCEP User Certificate Policy

ALERTS Exchange Online Policy Bescription

@ Exchange On-premises Policy

=> SharePaint Online Policy
APPS
Skype for Business Online Policy
B Exchange ActiveSync
-
poLICY Corporate Device Enrollment
Terms and Conditions SCEP Certificate Settings

REPORTS SCEP Enrollment
‘i * Renewal threshold (% 2013
ADMIN
* SCEP server URL
nmcel
B" Microsoft  © 2016 Microsoft. All rights reserved  Privacy & Cookies  Feedback Remote Tasks (0)

11. At the SCEP Enrollment section, enter the public URL of the Network Device Enrollment Server
(NDES) and click Add. This acts as a registration authority for the internal Certification Authority.

B-
Q@" https://manage microsoft.com/Microsoftintune/Home2Workspace/policy/indexs?

Ipolicy/createNey ~ @ & H 1 Office Admin center - Home ‘:' Microsoft Intune ‘ | {1 a7 £53
Fle Edit View Fovorites Tools Help

1] Office 365

Account Portal Intune % Admin Portal Intune

icrosoft Azure 2] Portal Microsoft Azure

Help Sign Out ‘Welcome TECHREAI

Policy B Create Policy: SCEP User Certificate Policy
Ov - .
DASHBOARD Sl SCEP Certificate Settings -
Palicy Canflicts *General
E Configuration Policies SCEP Certificate SCEP Enroliment
GROUPS Compliance Policies Settings
4 Conditional Access Renewal threshold (%): 2055
0 Dynamics CRM Online Policy
ALERTS * SCEP server URL

Exchange Online Policy

Exchange On-premises Policy |
@

SharePoint Online Poli
= o e
Skype for Business Online Palicy

B Exchange ActiveSync
g

PoLICY Corparate Device Enrollment

Terms and Cenditions

REPORTS Certificate Properties

:H * Subject name format:

* Subject alternative name:
[[] Email address

|| User principal name (UPN) -

=. Microsoft @ 2016 Microsoft. All rights reserved  Privacy & Cookies Feedback Remote Tasks (0)
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12. At the Certificate Properties, configure the Subject name format, Subject alternative name.

I

e@l; https://manage microsoft.com/Microsoftintune/Home*Workspace/policy/index=?

//policy/createNey ~ @ & H I Office Admin center - Home ‘:' Microsoft Intune ‘ |

]
p
£o

File Edit View Favorites Iools Help

1] Office 365 38 Account Portal Intune ¥ Admin Portal Intune

icrosoft Azure & Portal Microsoft Azure

Help  SignOut  Welcome TECHREAI

Policy ' Create Policy: SCEP User Certificate Policy
DASHBOARD
Palicy Conflicts *General
E Configuration Policies SCEP Certificate
GROUPS Compliance Policies Settings

4

Conditional Access
Dynamics CRM Online Palicy

ALERTS Exchange Online Policy
e Exchange On-premises Policy
=> SharePaint Online Policy
APPS
Skype for Business Online Policy
i Exchange ActiveSync
=
poLIcY Corporate Device Enrollment
Terms and Conditions
8
REPORTS
ADMIN

B Microsoft @ 2016 Microsoft. Al rights reserved  Privacy & Cookies  Feedback

Certificate Properties -

* Subject name format:

Common name -

* Subject alternative name:
[+ Email address

|| User principal name (UPN)
* Certificate validity period:
2(=]

=

* Key Usage

[ Key Encipherment
[ pigital Signature
* Key size (bits)

2043 M
* Hash algorithm

[ sHa-1

[ sHa-2

Remote Tasks (0)

13. You can also configure Key usage, and Hash algorithm. At Extended Key Usage, click Select.

- s N

Q@P https://manage microsoft.com/Microsoftintune/Home2Workspace/policy/indexs?

//policy/createNey ~ & € H 1 Office Admin center - Home

= Wicrosoft Intune ‘ | AL

File Edit View Favorites Tools Help

Account Portal Intune % Admin Portal Intune

icrosoft Azure 2] Portal Microsoft Azure

Help Sign Out ‘Welcome TECHREAI

Policy B’ Create Policy: SCEP User Certificate Policy
SASHBOARD Overview g [rears - .
Policy Conflicts *General
*
E Configuration Palicies SCEP Certificate Key Usage
GROUPS Compliance Policies Settings [¥] ey Encipherment
4 Conditional Access [+ pigital Signature
0 Dynarmics CRM Online Policy R
Key size (bits)
ALERTS Exchange Online Policy
2048 -
@ Exchange On-premises Policy
AP?S SharePoint Online Policy * Hash algorithm
Skype for Business Online Policy [ sHa-1
y Exchange ActiveSync
- [¥] sHa-z
poLICY Corporate Device Enrollment

Terms and Cenditions
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* Select Root Certificate
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14. In the Add or Edit Extended Key Usage window, select Client Authentication and Secure Email,
then click OK.
-5

‘:@T https://manage microsoft.com/Microsaftintune/Hor pace/policy/indexs1P=//policy/createNey + & C H 13 Office Admin center - Home ‘:' Microsoft Intune x ‘ | ok

File Edit View Faverites Iools Help

5 [ Office 365 &8 Account Portal Intune g Admin Portal Intune S Microsoft Azure & | Portal Microsoft Azure

Add or edit Extended Key Usage

Name Object Ientifier

| Any Purpese 2529370
(¥ Client Authentication 13.6.15573.2
Secure Email 136155734

15. At Select Root Certificate, click Select to choose the Trusted Root Certificate.

g@ﬂ' [Figs /o e e e T e e e e e T s A e e e R © (4 ) H 1 Office Admin center - Home ‘:' Microsoft Intune x ‘ | {1} S5 23
File Edit View Fovorites Tools Help
55 [ Office 365 ccount Portal Intune % Admin Portal Intune icrosoft Azure 2] Portal Microsoft Azure

B Create Policy: SCEP User Certificate Policy

DASHBOARD ] | Years ¥ -
Policy Canflicts *General
*
i Configuration Palicies SCEP Certificate Key Usage
GROUPS Compliance Policies Settings Y] Key Encipherment
4 Conditional Access ] pigital Signature
o namics CRM Online Poli
ALERTS o “ * Key size (bits)
Exchange Online Policy
2048 -
@ Exchange On-premises Policy
ot SharePoint Online Policy * Hash algorithm
Skype for Business Online Policy [ sHa-1
E Exchange ActiveSync ¥ sHa-2
PoLICY Corparate Device Enrollment

Terms and Cenditions * Extended Key Usage

,
g Neme fE—
REPORTS Client Authentication
1* Secure Email
ADMIN

* Select Root Certificate
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16. In the Select Certificate window, select the policy created previously to deploy the Trusted Root

CA certificate, then click OK.
-0

‘:@T https://manage microsoft.com/Microsaftintune/Hor pace/policy/indexs1P=//policy/createNey + & C H 13 Office Admin center - Home ‘:' Microsoft Intune x ‘ | ok

File Edit View Faverites Iools Help

5 [ Office 365 &8 Account Portal Intune g Admin Portal Intune S Microsoft Azure & | Portal Microsoft Azure

Select Certificate

(] Trusted Root CA Policy

17. In the Create Policy page, click Save Policy.

g@ﬂ' [Figs /o e e e T e e e e e T s A e e e R © (4 ) H 1) Office Admin center- Home | 52 Microsoft Intune x ‘ | {1} S5 23
File Edit View Fovorites Tools Help
55 [ Office 365 ccount Portal Intune % Admin Portal Intune icrosoft Azure 2] Portal Microsoft Azure

B Create Policy: SCEP User Certificate Policy

DASHBOARD | |Years T -
Palicy Conflicts “General
*
i Configuration Palicies SCEP Certificate Key Usage
GROUPS Compliance Policies Settings Y] Key Encipherment
4 Conditional Access ] pigital Signature
(1] namics CRM Online Poli
Pyt Dy Y * Key size (bits)
Exchange Online Policy
2048 -
e Exchange On-premises Policy
SharePoint Online Poli *
rsd o Hash algorithm
Skype for Business Online Palicy O shaa
E Exchange ActiveSync ¥ sHa-2
poLICY Corporate Device Enrollment

Terms and Cenditions * Extended Key Usage

,
g Neme fE—
REPORTS Client Authentication
1* Secure Email
ADMIN

* Select Root Certificate

Trusted Root CA Policy ‘
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18. In the Deploy Policy windows, click Yes.
- s
‘:@T https://manage microsoft.com/Microsoftintune/Home#Warkspace/policy/indexs?P=//policy/Policiesli: = & C H 13 Office Admin center - Home | 2= Microsoft Intune: Policy List ‘ | ok

File Edit View Faverites Iools Help

5 [ Office 365 &8 Account Portal Intune g Admin Portal Intune S Microsoft Azure & | Portal Microsoft Azure

Deploy Policy: SCEP User Certificate Policy

Do you want to deploy this policy now?

This policy has been saved but has not yet been deployed. Deploying this policy allows you
o send it to the devices or users in the groups that you select.

19. In the Select the groups window, in the left pane select the group and click Add.

- g
g@ﬂ' https://manage microsoft.com/Microsoftintune/Home2Workspace/policy/index#?P=//policy/Policieslic ~ & & H 1] Office Admin center - Home ‘:' Microsoft Intune: Policy List ‘ | ok T
File Edit View Favorites Tools Help

] Office 365 33 Account Portal Intune % Admin Portal Intune B Microsoft Azure 2] Portal Microsoft Azure

Manage Deployment: SCEP User Certificate Policy
Select the groups to which you want to deploy this policy.

Search groups P Selected groups: (0)

Name
4 All Users.
Ungrouped Users
4 All Devices
All Computers
b All Mobile Devices

Ungrouped Devices

Dewi ndroid
Devices_ WindowsPhone81
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20. When finished, click OK.
‘a@l? https://manage.microsoft.com/Microsoftintune/Home#Workspace/policy/index#?|

File Edit View Faverites Iools Help

- oEm

//policy/Policiesli: ~ & € H [ Office Admin center - Home | 5 Microsoft Intune: Policy List ‘ | ARARL

5 [ Office 365 &8 Account Portal Intune g Admin Portal Intune S Microsoft Azure & | Portal Microsoft Azure

Manage Deployment: SCEP User Certificate Policy

Select the groups to which you want to deploy this policy.

Search groups » Selected groups: (1)

Name Path
4 All Users.

Ungrouped Users Devices_Android All Devices
4 All Devices
All Computers

b All Mobile Devices
Ungrouped Devices =
Remove

Devices_WindowsPhone81

21. In the Microsoft Intune console, view the newly created policy.
.

//policy/Policiesli: ~ @ & H 1] Office Admin center - Home ‘:' Microsoft Intune: Policy List ‘ | {1 a7 £53

Q@ﬂ' hitps://manage. microsoft.com/Microsoftintune/Home#Workspace/policy/index#?

File Edit View Favorites Tools Help

] Office 365 28 Account Portal Intune 3 Admin Portal Intune i Microsoft Azure 2] Portal Microsoft Azure

Help Sign Out ‘Welcome TECHREAI

Policy Policies (4) Search policies 2
DASHBOARD Overview 2 B
Policy Confiics Add..  Edit.  Delete  Manage Deployment. =2 B
E CerippEito s Mame Template Name Last Updated
GROUPS Compliance Policies SCEP User Certificate Policy SCEP Certificate Profile (Android 4 and later) 10/28/2016 9:18:10 PM
0 4 Conditional Access Trusted Root CA Policy Trusted Certificate Profile (Android 4 and later) 10/28/2016 8:49:18 PM
Dynamics CRM Online Policy E-mail Profile for Android Email Profile (Samsung KNOX Standard 4.0 and later)  10/28/2016 8:39:54 PM
ALERTS o i
Exchange Online Pelicy Global MDM Security Policy Mobile Device Security 10/28/2016 7:53:09 PM
@ Exchange On-premises Policy

SharePoint Online Policy

Skype for Business Online Policy
Exchange ActiveSync
Corporate Device Enrollment

Terms and Cenditions

SCEP User Certificate Policy ¥

General Information

1 Groups Targeted: Devices Andraid
ADMIN Last Updated:  10/28/2016 9:19:10 PM
Description:
= Microsoft  © 2016 Microsoft All ights reserved  Privacy & Caokies Feedback Remote Tasks (0)

Note: When the devices will receive this policy, they will connect to the NDES/SCEP server and make a
request for a certificate, based on the configured template.

The NDES server will contact the Certification Authority and request the certificate on behalf of the
device. After receiving the certificate, it will pass it to the device.
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To configure a VPN Profile

This procedure describes the steps to create a policy which will configure VPN settings to targeted
devices.

1. Open Internet Explorer and navigate to https://admin.manage.microsoft.com and sign-in with
your global administrator account. In the left pane click Policy, in the middle-left pane select
Overview, then click Add Policy.

a
2% Microsoft Intune: Policy List ‘ | A k)

GQED)T https://manage micrasoft.com/Microscftintune/HemesWerkspace/pelicy/indexsTref=PelicyOverviews: ~ @ € H 11 Office Admin center - Home ‘
Fle Edit View Favorites Tools Help

5% [ Office 365 &8 Account Portal Intune g Admin Portal Intune S Microsoft Azure & | Portal Microsoft Azure

Microsoft Intune

Help  SignOut  Welcome TECHREADY SRL

Policy
DASHBEOARD Overview | TASKS

Policy Conflicts Policy Status Add Policy
a8 Configuration Palicies + Control features and settings on computers and
GROUPS Compliance Policies 1 o Ectisieyices
REPORTS

4 Conditicnal Access
o Dynamics CRM Oniine Policy Devices with settings errors

ALERTS Exchange Online Policy
Exchange On-premises Policy =1 View Noncompliant Apps Report
@ Co S Find devices that are not compliant with company
hd SharePaint Online Policy s,
Skype for Business Online Policy
E Exchange ActiveSync LEARN ABOUT
paLICY Corporate Device Enrollment Managing Policies
) Terms and Conditions Interaction with Group Policy
1
i
REPORTS
ADMIN

B Microsoft @ 2016 Microsoft. Al rights reserved  Privacy & Cookies  Feedback Remote Tasks (0)
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2. Inthe Create a New Policy window, expand Android and select VPN Profile select the Create
and Deploy a Custom Policy option, then click Create Policy.

‘:@T hitps://manage.microsoft.com/Microsoftintune/Home#Workspace/policy/indextTref=PolicyOverviews. + @ & H 13 Office Admin center - Home ‘:' Microsoft Intune: Conflicts ‘ | ok

File Edit View Favorites Tools Help
75 ] Office 365 &

Account Portal Intune | Admin Portal Intune S Microsoft Azure & | Portal Microsoft Azure

Create a New Policy

Select a template for the new policy
Select the template that includes the settings you want to manage with the new policy. You use a template to create a policy, and then you can configure
the settings in that policy. You cannot change a template,

4 Android VPN Profile {Android 4 and later)
Custom Configuration (Android 4 and Iater, Samsung KNOX Standard 40 and later]
This tamplate contains settings for Android mobile

Email Profile (Samsung KNOX Standard 40 and later) device VPN profiles such as the VPN server address and
Genersl Configuration (Android 4 and later, Samsung KNOX Standard 40 and later] authentication method. Prafiles crested from this

PKCS #12 (PFX) Certificate Profile (Android 4 and later) Lmﬂf:;z;ﬂ‘:?ﬁf: ':E:k‘ee ’5:;"’1":::'2’&2'[": vl

SCEP Certificate Profile (Android 4 and later) matches those specified in the profile template. The

Trusted Certificate Profile (Android 4 and later) device must also be managed by Microsoft Intune.

VPN Profile (Android 4 and later) How would you ke to use the selected template?

Wi-Fi Profile (Android 4 and later) Create and Deploy a Policy with the Recommended
b ios Settings

b Mac OS X Create and Deploy a Custom Policy

b Windows

cre i

3. Inthe Create Policy page, enter a name and a description.
- -

policy/createNey ~ @ € H I Office Admin center - Home | @& Microsoft Intune x ‘ | ) %3 €23
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1] Office 365
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Help Sign Out ‘Welcome TECHREAI

Palicy H Create Policy: VPN Policy

Overview

DASHBOARD -
Palicy Conflicts *General General
2 Configuration Policies T Configure a policy containing settings for your environment
GROUPS Compliance Policies
. * Name:
4 Conditional Access
o Dynamics CRM Online Policy VPN Policy
ALERTS - -
Exchange Online Poli
ange tnine Pelcy Description:
Exchange On-premises Policy - -
@ Policy to set the configuration for VPN connections
SharePoint Online Policy
APPS
Skype for Business Online Policy
Exchange ActiveSync
Corparate Device Enrollment =
Terms and Conditions VPN Settings
REPORTS Connection
z“ * VPN connection name (displayed to users):
ADMIN ‘ |
Connection type:
[ cisco Anyconnect -
B Microsoft @ 2016 Microsoft. Al rights reserved  Privacy & Cookies Feedback Remote Tasks (0)
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4. At Connection, enter VPN connection name, and select Connection type.

e@l; https://manage microsoft.com/Microsoftintune/Home*Workspace/policy/index=?
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1] Office 365
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Y Create Policy: VPN Policy
DASHBOARD .
Policy Conflicts ] VPN Settings
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4 Conditional Access
* i "
Dynemics CAM Online Palicy VPN connection name (displayed to users):
ALERTS Exchange Online Policy TechReady VPN =
e Exchange On-premises Policy connection type:
=> SharePaint Online Policy
APPS Cisco AnyConnect A
Skype for Business Online Policy
Cisco AnyConnect
B Exchange ActiveSync *
= Citrix
poLIcY Corporate Device Enrollment oulse Secure

Terms and Conditions F5 Edge Client

1
1
gl Dell SonicWALL Mobile Connect

REPORTS Check Boint Capsule VPN
EXSMpIEST T9Z.T65:1.T
‘“ vpn.contoso.com
ADMIN [] Send all network traffic through the VPN connection m
Authentication
Authentication method: -
=. Microsoft @ 2016 Microsoft. All rights reserved  Privacy & Cookies Feedback Remote Tasks (0)

Note: Several types of VPN devices are supported. You also need to deploy the corresponding VPN
client application to the device.

5. Enter a VPN server description, and the Server IP address or FQDN.
Q@E' https://manage.microsoft.com/Microsoftintune/Home#Workspace/policyfindexs?

File Edit View Fovorites Tools Help
] Office 365

Jpolicy/createNer ~ @ € H 10 Office Admin center - Home ‘:' Microsoft Intune ‘ | A ok 1

Account Portal Intune % Admin Portal Intune

icrosoft Azure 2] Portal Microsoft Azure

Help  SignOut  Welcome TECHREAI

Policy B Create Policy: VPN Policy
DASHBOARD .

Policy Conflicts *General Connection type:
Configuration Polici -
B onfiguratien Pelicies VPN Settings ‘ Cisco AnyConnact |
GROUPS Compliance Policies
* iption:
4 Conditional Access VPN server description:
0 Dynamics CRM Online Policy \TﬂhReadWPN |
ALERTS Exchange Online Policy
* Server [P address or FQDN:
@ Exchange On-premises Policy ‘ g |
ntechready.r
= SharePoint Online Policy P 4
APPS Examples: 192.168.1.1
Skype for Business Online Policy vpn.contoso.com I
E Exchange ActiveSync [ Send all network traffic through the VPN connection
POLICY Corporate Device Enrollment
Terms and Conditions -
gI Authentication
i
REPORTS Authentication method:
Certificates M |
u || Remember the user credentials at each lagon
ADMIN
* Select a dlient certificate for client authentication (Identity Certificate):
B Microsoft  © 2016 Microsoft. Al rights reserved  Privacy & Cookies Feedback Remote Tasks (0)
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6. At Authentication method, select Username and Password. Then click Save Policy.

‘:@T https://manage microsoft.com/Microsoftintune/Home#Warkspace/policy/indexs?P=//policy/createNey = & C H 13 Office Admin center - Home ‘:' Microsoft Intune x ‘ | ok

File Edit View Faverites Iools Help

1] Office 365 ccount Portal Intune % Admin Portal Intune

icrosoft Azure & Portal Microsoft Azure

B Create Policy: VPN Policy

Palicy Conflicts el ® VPN connection name (displayed to users):
1a] Configuration Policies VPN Settings | Techready ven |
GROUPS Compliance Policies
4 Conditionsl Access Connection type:
Dynamics CRM Cnline Policy ‘ Cisco AnyConnect M |
ALERTS - "
Exchange Online Poli
9 < * VPN server description:
Exchange On-premises Policy
@ = P TechReadyVPN |
rsd SharePoint Online Policy
Skype for Business Online Pelicy * Server [P address or FQDN:
= Exchange ActiveSyne ‘wmichmwm |
poLICY Corporate Device Enrollment Examples: 192.168.1.1
Terms and Conditions vpn.centoso.com
1
gi || send all network traffic through the VPN connection
REPORTS
.,“ Authentication
ADMIN Authentication method:
E Usemame and Fassword -
|_] Remember the user credentials at each logon
B" Microsoft  © 2016 Microsoft. All rights reserved  Privacy & Cookies  Feedback Remote Tasks (0)

7. Inthe Deploy Policy window, click Yes.

H-
g@ﬂ' https//manage microsoft.com/Microsoftintune/Home#Workspace/policy/index?P=//palicy/Policiesli: ~ & & H 10 Office Admin center- Home | B2 Microsoft Intune: Policy List % ‘ | {1} S5 23
Fle Edit View Favorites Tools Help

1] Office 365 =8 Account Portal Intun Admin Portal Intune B Microsoft Azure 2] Portal Microsoft Azure

Deploy Policy: VPN Policy

Do you want to deploy this policy now?
This policy has been saved but has not yet been deployed. Deplaying this policy allows you

10 send it to the devices or users in the groups that you selact.
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8. Inthe Select the groups window, in the left pane select the group and click Add.
-0
‘:@T https://manage microsoft.com/Microsoftintune/Home#Workspace/policy/index#2P=//policy/PoliciesLi: = @& & H 13 Office Admin center - Home ‘:' Microsoft Intune: Policy List ‘ | A ok

File Edit View Faverites Iools Help

5 [ Office 365 &8 Account Portal Intune g Admin Portal Intune S Microsoft Azure & | Portal Microsoft Azure

Manage Deployment: VPN Policy

Select the groups to which you want to deploy this policy.

Search groups » Selected groups: (0)

Name
4 Al Users
Ungrouped Users
4 All Devices
All Computers
b All Mobile Devices

Ungrouped Devices

Devices_WindowsPhone81

9. When finished, click OK.

- s
g@ﬂ' https://manage. microsoft.com/Microsoftintune/Home#Workspace/policy/index#?P=//policy/PoliciesLis ~ & €& H ) Office Admin center- Home | B Microsoft Intune: Policy List ‘ | AT
File Edit View Favorites Tools Help

] Office 365 33 Account Portal Intune % Admin Portal Intune B Microsoft Azure 2] Portal Microsoft Azure

Manage Deployment: VPN Policy
Select the groups to which you want to deploy this policy.

Search groups P Selected groups: (1)

Name Path
4 All Users.

Ungroupes Users Devices_android All Devices
4 All Devices
All Computers

I All Mobile Devices

Ungrouped Devices

Devices_ WindowsPhone81
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10. In the Microsoft Intune console, view the newly created policy.

=]
e@w B2 https://manage. microsoft.com/Microscftintune/Home#Workspace/policy/index#?P=//policy/PoliciesLi: ~ & €& H I Office Admin center - Home ‘:' Microsoft Intune: Policy List ‘ | )
File Edit View Favorites Iools Help

95 ] Office 365

ccount Portal Intune % Admin Portal Intune

icrosoft Azure & Portal Microsoft Azure

Sign Out  Welcome TECHRE

Policy Policies (5) Search policies o
DASHBOARD Overview . i 2 B
Policy Conflicts Add..  Edit.  Delete  Manage Deployment.. = B
is Name Templatz Name Last Updiated
GROUPS Compliance Policies VPN Policy VPN Profile (Android 4 and later) 10/28/2016 9:26:19 PM
4 Conditional Access SCEP User Certificate Policy SCEP Certificate Profile (Android 4 and later) 10/28/2016 9:19:10 PM
Dynamics CRM Online Policy Trusted Root CA Palicy Trusted Certificate Profile (Android 4 and later) 10/28/2016 8:49:18 PM
ALERTS .
Exchange Online Policy E-mail Profile for Android Email Profile (Samsung KNOX Standard 4.0 and later)  10/28/2016 8:33:54 PM
@ Exchange On-premises Policy Global MDM Security Policy Mobile Device Security 10/28/2016 7:53:09 PM
=> SharePaint Online Policy
APPS
Skype for Business Online Policy
B Exchange ActiveSync
-
poLICY Corporate Device Enrollment
Terms and Conditions
1
i
ﬁ VPN Policy v
REPORTS
General Information
’“ Groups Targeted: Devices_And
ADMIN Last Updated: ~ 10/28/2016
Description:  Policy to set the configuration for VPN connections
B® Microsoft  © 2016 Microsoft. All rights reserved  Privacy & Cookies Feedback Remote Tasks (0)

Note: When the devices will receive this policy, they will apply the settings to the corresponding VPN
client application. The application needs to be installed from the application store.
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To configure a WiFi Profile

This procedure describes the steps to create a policy which will configure wireless settings to targeted
devices.

1. Open Internet Explorer and navigate to https://admin.manage.microsoft.com and sign-in with
your global administrator account. In the left pane click Policy, in the middle-left pane select
Overview, then click Add Policy.

a
GQED)T https://manage.microsoft.com/Microsoftintune/Home=Workspace/ policy/index#Tref=PolicyOverviewd. + @ © H 1] Office Admin center - Home ‘:' Microsoft Intune: Policy List ‘ | ok

File Edit View Faverites Iools Help

5% [ Office 365 &8 Account Portal Intune g Admin Portal Intune S Microsoft Azure & | Portal Microsoft Azure

Microsoft Intune Help  SignOut  Welcome TECHREADY SRL
Policy
DASHBOARD T — TASKS

Policy Conflicts Policy Status Add Policy
a8 Configuration Palicies + Control features and settings on computers and
GROUPS Compliance Policies 1 o Ectisieyices

4 Conditional Access

o Dynsmics CRM Online Policy Devices with settings errors REPORTS
ALERTS Exchange Online Policy
Exchange On-premises Policy =1 View Noncompliant Apps Report
@) N SN Find devices that are not compliant with company
hd SharePoint Online Policy M oop policies.
Skype for Business Online Policy
E Exchange ActiveSync LEARN ABOUT
poLICY Corporate Device Enrollment Managing Policies
) Terms and Cenditions Interaction with Group Policy
i
i
REPORTS
ADMIN

B Microsoft @ 2016 Microsoft. Al rights reserved  Privacy & Cookies  Feedback Remote Tasks (0)
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2.

In the Create a New Policy window, expand Android and select Wi-Fi Profile select the Create
and Deploy a Custom Policy option, then click Create Policy.

‘:@T https://manage microsoft.com/Microsoftintune/Home#Warkspace/ policy/indexsTref=PolicyOverviews: + @ & H 13 Office Admin center - Home ‘:' Microsoft Intune: Pelicy List ‘ |

File  Edit
75 ] Office 365 &

View Favorites Tools Help

Account Portal Intune g Admin Portal

3.

| Intune

Microsoft Azure & Portal Microsoft Azure

Create a New Policy

Select a template for the new policy

Select the template that includes the settings you want to manage with the new policy. You use a template to create a policy, and then you can configure

the settings in that policy. You cannot change a template.

4 Android
Custom Configuration (Android 4 and later, Samsung KNOX Standard 4.0 and later)
Email Profile (Samsung KNOX Standard 4.0 and later)
General Configuration (Android 4 and later, Samsung KNOX Standard 4.0 and later)
PKCS #12 (BFX) Certificate Profile (Android 4 and later)
SCEP Certificate Profile (Android 4 and later)
Trusted Certificate Profile (Android 4 and later)
VPN Profile (Android 4 and later)

b 0§
b Mac OS X

b Windows

In the Create Policy page, enter a name and a description.

Wi-Fi Profile (Android 4 and later)

This template contains setttings for mobile device Wi-Fi
profiles such as the network name (SSID) and the
encryption type. Profiles created from this template can
be dleployed to user groups only, and will only be
applied to a user's device when its platform matches
those specified in the profile template. The device must
also be managed by Microsoft Intune.

How would you like to use the selected template?

Create and Deploy a Policy with the Recommended
Settings
Create and Deploy a Custom Policy

cre i

Q@|. https://manage microsoft.com/Microsoftintune/Home#Workspace/policy/indexs?

/policy/createNey ~ @ € H 1] Office Admin center - Home

) s £23

. ‘ |

27 Microsoft Intune

File  Edit

1] Office 365

View Favorites Tools Help

Account Portal Intune % Admin Portal Intune

icrosoft Azure 2] Portal Microsoft Azure

Help Sign Out ‘Welcome TECHREAI

Poli Tava iFi 11
oy B Create Policy: WiFi Policy
DASHBOARD Comiay
Palicy Conflicts *General General
e Cenfiguraticn Palicies — Configure a policy containing settings for your environment
GROUPS Compliance Policies N
Name:
4 Conditional Access =me
o Dynamics CRM Online Policy WiFi Policy
ALERTS Exchange Online Policy Desaription
Exchange On-premises Poli
@ g s ke Policy with configuration settings for wireless
s SharePoint Online Policy

Skype for Business Online Policy

Exchange ActiveSync
Corparate Device Enrollment

Terms and Cenditions

REPORTS

il

ADMIN

Wi-Fi Profile

Network Connections

* Network name:

* SSID (Service Set Identifier):

B Microsoft @ 2016 Microsoft. Al rights reserved  Privacy & Cookies Feedback
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4, At Network Connections, enter Network name and SSID.

G@T https://manage microsoft.com/Microsoftintune/Home*Workspace/policy/index

File Edit View Faverites Iools Help

]
p
£o

/policy/createNey ~ i@ & H I Office Admin center - Home Microsoft Intune ‘ |

I Office 365 38 Account Portal Intune [ Admin Portal Intune 2 Microsoft Azure & Portal Microsoft Azure

Help  SignOut  Welcome TECHRE

Policy B Create Policy: WiFi Policy
DASHEOARD ‘ -
Palicy Conflicts *General
I Configuration Policies WEF Profie
GROUPS Compliance Policies
Wi-Fi Profile

4 Conditional Access

Dynamics CRM Online Palicy
ALERTS

Exchange Online Policy Network Connections |

@ Exchange On-premises Policy * Network
etwork name:

SharePoint Online Policy
APPS ‘TRDY |

Skype for Business Online Policy

B Exchange ActiveSync * SSID (Service Set Identifier):

-
POLICY Corporate Device Enrollment ‘TRDV |

Terms and Conditions
[+] Connect automatically when this network is in range

[] Connect when the network is not broadsasting its name (SSID)

Security Configuration

ADMIN
Security type:
No authentication (Open) M
=. Microsoft @ 2016 Microsoft. All rights reserved  Privacy & Cookies Feedback Remote Tasks (0)

5. At Security Configuration, select Security type and EAP type.
e@ﬂ' https://manage.microsoft.com/Microsoftintune/Home=V

File Edit View Favorites Tools Help

1
u]

£
o
is}

rkspace/policy/index

policy/createNev ~ & € H 1] Office Admin center - Home Microsoft Intune ‘ |

55 [ Office 365 58 Account Portal Intune § Admin Portal Intune S Microsoft Azure & Portal Microsoft Azure

Help  SignOut  Welcome TECHRE

Palicy H Create Policy: WiFi Policy
DASHBOARD B

Palicy Conflicts ~General * S5ID (Service Set 1dentifier):
i Configuration Policies WiF Profile [TRoY
GROUPS Compliance Policies

. /| Connect automatically when this network is in range
4 Conditional Access [54] y 9

0 Dynamics CRM Online Policy [] Connect when the network is not broadcasting its name (SSID)
ALERTS Exchange Online Policy
@ Exchange On-premises Policy Security Configuration
SharePoint Online Policy
APPS Security bype:
Skype for Business Online Poli
N P i \ WPA-Enterprise/WPA2-Enterprise - |
Exchange ActiveSync
= * EAP type:
poLICY Corporate Device Enrollment
Terms and Cenditions EPEAP M I
Trust
1 Select root certificates for server validation: [ seiect... |
ADMIN
Authentication
Authentication method:
licrosof icroso rights reserves rivas ookies Feedbacl emote Tasl
B Microsoft  © 2016 Microsoft. All right d Privacy & Cookies Feedback R Tasks (0)
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6. At Authentication select the Authentication method. When finished, click Save Policy.
‘:@E https://manage.microsoft.com/Microsoftintune/Home=Workspace/policy/index#?

File Edit View Favorites Tools Help
1] Office 365

policy/createNey ~ & © H 1] Office Admin center - Home ‘:' Microsoft Intune x ‘ | ORAREY

Account Portal Intune | Admin Portal Intune

icrosoft Azure & Portal Microsoft Azure

B Create Policy: WiFi Policy

DASHBOARD . -
Policy Conflicts *General Security type:
1a] Configuration Policies P | WPA-EnterprisenwPaz-Enterprise -
GROUPS Compliance Policies * EAP type:
4 Conditonl Access ) [par ]
Dynamics CRM Online Palicy
ALERTS Exchange Online Policy
@ Exchange On-premises Policy Trust
Amms SharePoint Online Policy Select root certificates for server validation:
Skype far Business Online Policy
- Exchange ActiveSync
poLICY Corporate Device Enrollment Authentication
Terms and Conditions Authentication method:
8 [certrnes <]
REPORTS
* Select a client certificate for client authentication (Identity Certificate):
"“ ‘ SCEP User Certificate Palicy |
ADMIN

Note: The certificate must include user principal name (UPN) as & subject alternative name.

Enable identity privacy (Outer Identity):

B Microsoft  © 2016 Microsoft. Al rights reserved Privacy & Cookies Feedback Remote Tasks (0)

7. Inthe Deploy Policy window, click Yes.
H-

® Microsoft Intune: Policy List ‘ | Y k3

g@|' https://manage microsoft.com/Microsoftintune/Home#Workspace/policy/indexs?

Fi

{/policy/PoliciesLi ~ @& & H 1 Office Admin center - Home

Edit View Favorits Tools Help
] Office 365 4

Account Portal Intune % Admin Portal Intune

Microsoft Azure ) Portal Microsoft Azure

Deploy Policy: WiFi Policy

Do you want to deploy this policy now?
This policy has been saved but has not yet been deployed. Deplaying this policy allows you

10 send it to the devices or users in the groups that you selact.
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8. Inthe Select the groups window, in the left pane select the group and click Add.

‘:@T https://manage microsoft.com/Microsoftintune/Home#Warkspace/ policy/index#?P=//policy/PoliciesLis ~ @ & H 13 Office Admin center - Home ‘:' Microsoft Intune: Policy List ‘ |

- oEm
ok L

File Edit View Favorites Tools Help
5 [ Office 365 &8 Account Portal Intune g Admin Portal Intune S Microsoft Azure & | Portal Microsoft Azure

Manage Deployment: WiFi Policy

Select the groups to which you want to deploy this policy.

Search groups » Selected groups: (0)

Name
4 Al Users
Ungrouped Users
4 All Devices
All Computers
b All Mobile Devices

Ungrouped Devices

Devices_WindowsPhone81

9. When finished, click OK.

g@ﬂ' https://manage.microsoft.com/Microsoftintune/Home#Workspace/policy/index#?P=//policy/Policiesli: ~ @ € H [ Office Admin center - Home | 5 Microsoft Intune: Policy List ‘ |

- s N
{1 a7 £53

File Edit View Favorites Tools Help

] Office 365 33 Account Portal Intune % Admin Portal Intune B Microsoft Azure 2] Portal Microsoft Azure

Manage Deployment: WiFi Policy
Select the groups to which you want to deploy this policy.

Search groups P Selected groups: (1)

Name Path
4 All Users.

Ungroupes Users Devices_android All Devices
4 All Devices
All Computers

I All Mobile Devices

Ungrouped Devices

Devices_ WindowsPhone81
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10. In the Microsoft Intune console, view the newly created policy.

G@T https://manage. microsoft.com/Microsoftintune/Home*Workspace/policy/index#?

File Edit View Favorites Tools Help
1] Office 365

]
p
£o

J/policy/Policieslis ~ @ C H 1] Office Admin center - Home

Microsoft Intune: Policy List ‘ |

Account Portal Intune

Admin Portal Intune icrosoft Azure & Portal Microsoft Azure

Sign Out  Welcome TECHRE

Palicy Policies (6) Search policies s
DASHBOARD Overview . = 9
Polcy Conflts Edit.  Delete  Manage Deployment. 2 B
E Configuration Po Mame Template Name Last Updated
GROUPS Compliance Policies WiFi Palicy Wi-Fi Profile (Android 4 and later) 10/28/2016 9:33:50 PM
4 Conditional Access PN Policy VPN Profile (Andraid 4 and later) 10/28/2016 9:26:19 PM
Dynarmics CRM Online Policy SCEP User Certificate Policy SCEP Certificate Profile (Android 4 and later) 10/28/2016 9:19:10 PM
ALERTS Exchange Online Policy Trusted Root CA Policy Trusted Certificate Profile (Android 4 and later) 10/28/2016 8:49:18 PM
@ Exchange On-premises Policy E-mail Profile for Android Email Profile (Samsung KNOX Standard 4.0 and later) ~ 10/28/2016 8:38:54 PM
s SharePoint Online Policy Global MDM Security Policy Mabile Device Security 10/28/2016 7:53:09 PM

Skype for Business Online Policy
Exchange ActiveSync
Corporate Device Enrollment

Terms and Conditions

WiFi Policy v

General Information

“ Groups Targete: Devices_Android
ADMIN Last Updated:  10/26/2016 93350 PM
Description:  Palicy with configuration settings for wireless
Microsoft @ 2016 Microsoft. All ights reserved  Privacy & Cookies Feedback Remote Tasks (0)
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To wipe a device remotely

To wipe a device remotely, follow the next steps. A full wipe will erase all applications and data, and
reset the device to factory settings.

1. Open Internet Explorer and navigate to https://admin.manage.microsoft.com and sign-in with
your global administrator account. In the left pane click Groups, in the middle-left pane select
Devices_Android, then select the desired device. On the above menu select Retire/Wipe.

o IEM
s

e(@)? https://manage micrasoft.com/Microscftintune/HemesWerkspace/ computers/indexs?P=//computers/ ~ @ € H 11 Office Admin center - Home ‘

57 Microsoft Intune: Device Gr... ‘ |
File Edit View Faverites Iools Help

5% [ Office 365 &8 Account Portal Intune g Admin Portal Intune S Microsoft Azure & | Portal Microsoft Azure

Microsoft Intune

Help  Sign Out

‘Welcome TECHREADY SRL

Groups ﬂ? Devices Android (Device Group Properties)
DASHBOARD Overview Generasl  Devices
4 All Users .
i Ungrouped Users Devices (1) Fiters Search devies »
GROUPS 4 All Devices
All Computers View Properties Create Group from Selection Retire/Wipe e | RemoteTasks ~ 2 B
o ¥ All Mobile Devices
ALERTS » Corporate bre-enrolied devices Name Device Type Ownership Last Updated Operating System
. astoian_Android_5/27/2016_11:52 AM Mobile Personal 5/27/2016 33L10PM  Android 4.1.1
Ungrouped Devices
@) Devices_Android
APPS
Devices_ WindowsPhone81
POLICY
, . N
: astoian_Android_5/27/2016_11:52 AM v
REPORTS
Alert General Information =
’“ @ Noissues User:
ADMIN Folicy Operating Systs Android 4.1.1
€3 2 Policy settings in error after last successful application Management St ve
i Management Channel: Managed by Microsoft Intune
AAD Device ID: 261014aa-0c7b-43dd-984e-bbfa7669465¢
@ Noissues
Threat Le
AAD Redisterad: Vex =
B Microso icrosaft. All rights reserved Privacy & Cookies Feedbac) emote Tas)
B® Microsoft  © 2016 Microsoft. All righ d Privacy & Cookies Feedback R Tasks (0)
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2. Inthe Retire Device window, select the option Selectively wipe the device, then click Yes.
-5
‘a@? https://manage. microsoft.com/Microsoftintune/Home#Workspace/computers/index#?P=//computers/ ~ & & H 1] Office Admin center - Home ‘=. Microsoft Intune: Device Gr.. * ‘ | % &

File Edit View Faverites Iools Help

5 [ Office 365 &8 Account Portal Intune g Admin Portal Intune S Microsoft Azure & | Portal Microsoft Azure

Retire device: astoian_Android_5/27/2016_11:52 AM

H

1. Are you sure you want to retire the selected device?
The selected device will be removed from the Microsoft Intune inventory.

@ Selectively wipe the device.
Selective wipe will remove only company data managed by Intune, leaving personal data
intact. The type of company data removed varies by platform and includes profiles,
applications, and policies. Note: Selective wipe is not supported for Windows devices that are
joined to Azure Active Directory.

() Full wipe the device and return it to factory default settings.
Full wipe will return a device to its factory default settings by removing all data, including

user personal data, from the device.

Learn more about wiping and retiring devices

3. The device will be marked as retired. The wipe process will take place next time when the device

connects to Microsoft Intune. If the device is connected to Internet it will take a few minutes.
- -

=//computers/ ~ @ € H 1 Office Admin center - Home ‘:' Microsoft Intune: Device Gr... X ‘ | {1 a7 £53

Q@ﬂ' https://manage.microsoft.com/Microsoftintune/Home#Workspace/computers/index

File Edit View Fovorites Tools Help
55 [ Office 365

ccount Portal Intune min Portal Intune & icrosof ure 2 | Portal Microsof ure
A Portal | 57 Admin Portal | M ft Az Portal M| ft Az

Help  SignOut  Welcome TECHRE

Groups ﬂ? Devices_Android (Device Group Properties)
DASHBOARD. Ouerview General  Devices
4 Al Users -

i Ungreuped Users Devices (1) Fiters Search devices »

GROUPS 4 All Devices
All Cemputers View Properties Link Create Group from Selection Delete Remote Tasks * 2 B
0 b All Mobile Devices
ALERTS ¥ Corporate Pre-enrolled devices Name Device Type Cwnership Last Updated Operating System
. astoian_Android_5/27/2016 11:52 AM Mobile Personal 5/27/2016 33110PM  Android 411
Ungrouped Devices
@ De ndroid
APPS
Devices WindowsPhoneg1
POLICY
i ’
astoian_Android_5/27/2016_11:52 AM v
REPORTS
| P This device is in the process of retiring, Once camplate, this device's status will no longer appear in the Microsoft Intune administrator console. |
A;lém Alert General Information B
@ Noissues User: D
Policy Operating System:  Android 41.1
€ 2 Policy settings in error after last successful application Management State: ~ Retire pending
RO Management Channel: Managed by Microsoft Intune
P AAD Device ID: 2610143a-0c7b-43dd-084e-bbfa7660465 -
B Microsoft @ 2016 Microsoft. Al rights reserved  Privacy & Cookies Feedback Remote Tasks (0)

Note: Selective wipe will remove the device from enrollment. However all the data and applications
will remain installed.

If you want also to delete the data and applications, perform a full wipe, which will reset the device
to the factory settings.
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